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Chapter I. Getting started

This getting started guide provides a brief introduction to the Apache Directory Studio Browser.

1. Download and installation

The latest version of Apache Directory Studio can be downloaded from the Apache Directory
Studio Downloads page, at this address : https://directory.apache.org/studio/downloads.ntml  [https://
directory.apache.org/studio/downloads.html] .

The download page also includes the installation instructions.

2. Open LDAP perspective

To use the Apache Directory Studio Browser plug-in open the LDAP perspective. Therefore go to
Window _ Open Perspective _ Other... and select the LDAP perspective.

= SElEct PErspective’ @

\?ﬁCVS Repository Exploring
%Debuq

ajjava

J)ava Browsing

Ejjava Type Hierarchy
7:%LDAP

«J=Plug-in Development
[5Resource idefault)

E,DTeam Synchronizing

( ok [ eancel |

For more information about the LDAP perspective see LDAP perspective

3. Create connection

The bottom left corner shows all of the LDAP connections. As can be seen, the view is empty, meaning
a connection still needs to be specified.

To create a new connection click the 4 New Connection button.

ot Connections £3 i 7 B = 0

In the wizard'sfirst page enter aconnection name as well asthe hostname and the port of the LDAP server.
To check the connection parameter you entered you may click to Check Network Parameter. Click Next
when done.



https://directory.apache.org/studio/downloads.html
https://directory.apache.org/studio/downloads.html
https://directory.apache.org/studio/downloads.html
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New EDAP Conmnection =

Network Parameter

Please enter connection name and network parameters. .

| LDAP

Connection name: |Ioca|host |

Network Parameter

Hostname: |Ioca|host

Paort: |10389

v

Encryption method: | Mo encryption

c

heck Network Parameter |

Next =

Cancel |

Hereisalist of common directory servers and the ports they use by default:

Directory Server Default Port
Apache Directory Server 10389
OpenDS 1389
OpenLDAP, Fedora, Sun, Active Directory 389

In the wizard's second page select the authentication method. If you choose the simple bind method also
enter your bind DN or user and bind password. To check the authentication parameter you entered you
may click to Check Authentication. Click Finish when done.

New LDAP Connection

Authentication

Authentication Method

Please select an authentification method and input authentification data.

N =1
1
L/LDaP

Simple Authentication

>

Authentication Parameter

Bind DN or user: |uid=admin.ou=system

Bind password: |......

] Save password

» SASL Settings
» Kerberos Settings

Check Authentication |

Next =

< Back

Cancel Fnish |

Hereis a list of common directory servers and the administrator's bind DN and password they use by

default:

Directory Server Default Bind DN | Default Bind
Password

Apache Directory Server uid=admin,ou=systersecret
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Directory Server Default Bind DN | Default Bind
Password
OpenDS, Sun, Fedora cn=Directory specified at setup
Manager
OpenLDAP specified at setup, | specified at setup,
see dapd.conf see dapd.conf

Observe that the Connections view now shows the created connection.

e Connections Loab ?@ +

Unar localhost

=0

For more information see Connections view

4. Browse the directory

The LDAP Browser view is on the top left. The category % DIT shows the hierarchical content of the
directory. Y ou may expand and collapse the tree.

7:% LDAP Browser P = - S

< % o
~ |Z] Root DSE (4]
[* & ou=schema
~ & o=sevenseas (2)
P & ou=groups
+ & ou=people (11}
[» ﬁ cn=Cornelius Buckley

I cn=Fletcher Christian
I ﬁ cn=Horatio Hornblower
[ ﬁ cn=Horatio Nelson
[ ﬁ cn=John Fryer
P (j cn=John Hallett
[ ﬁ cn=Moultrie Crystal
P fj cn=Thomas Masterman Hardy
P en=Thomas Quist
P ﬁ cn=William Bligh

P ﬁ cn=William Bush

[ & ou=system

' Searches
U:ﬂ Bookmarks

= )
8 |B| cn=Horatio Nelson,ou=people o=sevenseas I

DN: cn=Horatio Nelson, ou=people, o=sevenseas =

Attribute Description
objectClass
objectClass
objectClass
objectClass
n
sn
description
givenname
mail
uid

userpassword

Value
inetOrgPerson (structural)

organizationalPerson (structural)

person (structural)

top (abstract)

Horatio Nelson

Nelson

Lord Horatio Nelsen
Horatio
hnelsen@royalnavy mod.uk
hnelson

SHA hashed password

When selecting an entry its attributes and values will be displayed in an Entry editor.

For more information see LDAP Browser view and Entry editors.

5. Search the directory

For abasic search you could use the Quick Search.

For a more advanced serach you may use the search function.

1. Inthetoolbar click the 4’ Search button.

2. If itisnot aready selected, select the ¥ LDAP Sear ch tab.




Getting started

W

LuAp

“# LDAP Search |Gg‘5chema Editor Search

Search Name: |Some People| |
Connection: |Ioca|host | | Browse... |
Search Base: |ou=peop|e.o=seuenseas |E| | Browse... |
Flter: |[cn=H*] | ~ | | Flter Editor... |
Returning Attributes: |cn. mail, description | ~ |
Controls

"] ManageDsalT
] Subentries

] Paged Search

Scope Limits

() Dbject Count Limit: |1000 |
(® One Level Time Limit (s): |0 |
() Subtree

Aliases Dereferencing Referrals Handling

¥ Finding Base DN (®) Follow Referrals manually

[« Search () Follow Referrals autornatically

() lgnore Referrals

@ | Customize... | | Cancel | | Search |

In the search dialog type in a search name. Select a connection to search on and the search base DN.
Specify avalid LDAP filter and the returning attributes as comma separated list, hit Ctrl-Space to get
content assistance. Additionally you may choose scope, limits, alias and referral options.

3. Press the Sear ch button.

4. The category # Searches in the LDAP Browser shows the searches. You may expand the search to
see all search result enties.

% LDAP Browser § ¢ = & ¥ T 0| [E No entry selected #* Search Result Editor 53 =0
~ % om 2 Results - Search Base: ou=people, o=sevenseas - Flter: (cn=H*, I
= Root DSE (4)
b & ou=schema DN cn mail description
v 2 p=sevenseas (2) cn=Horatio Ne\san.ou=p§ Horatio Nelson hnelson@royalnawmodé Lord Horatio Nelson
b & ou=groups cn=Horatio Hornblower.ﬁ: Horatio Hornblower E hhornblo@royalnawmo-i Capt. Horatio Hornbl

P & ou=people (11}
P & ou=system
3§ Searches
= 4 Some People (2)
ﬁ; cn=Horatio Hornblower, ou=people, o=seve
{i, cn=Horatio Nelson,ou=people, o=sevense:
P D;uBuckmarks

When selecting a search the search results and returning attributes will be displayed in the Search
Result editor.

When selecting a search result entry its attributes and values will be displayed in the Entry editor.
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For more information see LDAP Browser view and Search Result editor.




Chapter Il. Tools
1. LDAP perspective

The Apache Directory Studio Browser plug-in provides a LDAP perspective. It is designed for working
with an LDAP directory (browse, edit, search) as well as for editing LDIF files. The views and edtiors
are arranged as follows:

Fle Edit Navigate LDAP Window Help
shv & | o | o B | Hyioap| ) Schema Edi.
Ti% LDAP Browser @ & B % ¥ = O [ cn=Horatio Nelson.ou=people.o &3 . ‘¥ Search Result Editor 5 sevenseas.|dif = 0| 5= outline =8
‘ v = |w | 5‘:‘5 DN: cn=Horatio Nelson,ou=people,o=sevenseas = v‘;"" H B Z=:=> = || & en=Horatio Nelson,ou=g
b = uid (1)
< % om Attribute Description Value b = mail (1)
= |#] Root DSE (4) objectClass inetOrgPerson (structural) b = sni1l)
v & o=sevenseas (2] objectClass organizationalPerson (structural) P = userPassword (1)
P & ou=groups objectClass person (structural) > = objectClass i4)
= &% ou=people (L1} objectClass top (abstract) P = givenName (1
b & cn=Cornelius Buckley n Horatio Nelson P = modifyTimestamp (1!
b & cn=Fletcher Christian sn Nelson P = entryCSN (1)
b cn=Horatio Hornblower description Lord Horatio Nelson P = createTimestamp (1)
P & cn=Horatio Nelson givenName Horatio P = creatorsName (1)
I & cn=lohn Fryer mail hnelson@royalnawmod. uk b= cnil)
& cn=John Hallett uid hnelson P = entryuuID (1)
b cn=Moultrie Crystal userPassword SHA hashed password b = description (1)
b & cn=Thomas Masterman Hardy createTimestamp Oct 23. 2009 2:51:57 PM CEST (20091023125157Z) P = modifiersName (1)
b & cn=Thomas Quist creatorsName 0.9.2342.19200300.100.1. 1=admin.2.5.4.11=system
b & cn=william Bligh entryCSN 20091023 145157. 162000Z #000000 #000#000000
P& cn=william Bush entryUUID d3f7be7c-939c 44 e -bedb-260d8 5b65649
w 5 Searches modifiersName 0.8.2342.19200300.100.1. 1=admin, 2.5.4.11=system
= 4 Some People (2) modify Timestamp Oct 23. 2009 2:54:03 PM CEST (200910231254032) -
{i; en=Horatio Hornblower,ou=people,o=se|[. > >
{&# Connections i ® & = T 0| £ Modification Logs [ Search Logs % | 4 e ¥ = 8| & progress =8
< (= ApacheDS - $§ -
e localhost : . =
P = OpenDs ¢ DATE 20089- 10-23 154:03. 548 No operations to display al
b (= OpenlDAP dn: cn=Horatio Nelson,ou=people, o=sevenseas
changetype:
replace: userPassword
userPassword:: elNIQXO1ZW4ZRzZNZXpScmSUMLhLcWtkUEStWSSCZ1ES
o* Open Connection

The bottom left view shows al the Connections. It is used to create, edit, delete, open and close
connections. When selecting a single connection the LDAP Browser shows the content of the selected
connection.

The LDAP Browser view is on the top left. It shows the directory information tree (DIT), the persistent
searches and bookmarks of the selected connection. With the LDAP Browser you are able to navigate
and modify the DIT, perform searches and manage bookmarks. When selecting a single entry the Entry
editor shows its attributes and values. When selecting a single search the Search Result editor shows the
search results.

The editor areain the top middle. The following LDAP specific editors are available:

» TheEntry editor displaysthe attributes and values of the currently selected entry. Further it is possilbe
to add, edit and del ete attributes

» The Search Result editor shows the result of the currently selected search in a table. Further it is
possible to edit the search result in a spreadsheet-like manner.

» With the Schema Browser you could browse the schemawith its object class and attribute definitions.
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e TheLDIF editor isarich editor to create LDIFfiles. It provideswell-known Eclipse featureslike syntax
highlighting and content assistance

The Outline view on the top right displays the structure of the entry currently opended in the entry editor
or the structured outline of the currently opened LDIF file.

The bottom centered view displays all M odifications made on the currently selected connection as LDIF
change records and all Sear ches performed on the on the currently selected connection as LDIF records.

The bottom right Progress view displays long-running operations like connecting to the directory or
import/export operations.

2. Views and editors

2.1. Connections view

The Connectionsview showsall the LDA P connectionsthat you have added. Hereisan example screenshot
of the Connection view:

Lwr CoOnnections L T?a =]

= = ApacheDS
v localhost
~ [= OpenDS
“#% OpenDS (LDAPS)
~ = OpenLDAP
% OpenLDAP master (StartTLS)
‘% OpenLDAP slave (StartTLS)

Organize Connections

It is possible to organize connections in folders and sub-folders. Use drag-and-drop to re-organize
connections and folders.

Y ou could copy and paste the connection parameters as LDAP URL to/from the clipboard. This makes it
very easy to share connection parameters with other users.

Icons
The following icons can appear in the Connections view:
Icon Description
Connection is opened.
Connection is closed.
5 Secure Connection is opened.
& Secure Connection is closed.
(= Connection folder
Toolbar
Icon Action Description
2 New Connection... Starts the New Connection wizard




Tools

Action

Description

Open Connection

Opens the selected connection(s)

Close Connection

Closes the selected connection(s)

Expand All

Expands all connection folders

Collapse All

Collapses al connection folders

Context Menu

Folder...

connection folder.

lcon |Action Description Shortcut
5 New Connection... Starts the New Connection wizard
(= New Connection|Opens a dialog to create a new connection
Folder... folder.

LY Open Connection Opens the sel ected connection(s)

% Close Connection Closes the selected connection(s)

| Open Schema| Opens the Schema Browser and shows the

Browser schema of the selected connection

Copy Connection Copies the selected connection(s) as LDAP|Ctrl-C or Ctrl-Insert
URL(s) to the clipboard. To duplicate an
existing connection please combine copy and
paste.

IE Paste Connection Pastes the copied connection(s) or LDAP|Ctrl-V  or  Shift-
URL (s) from clipboard. Only enabled if there|Insert
are connections or LDAP URLSsin clipboard.

® Delete Connection Deletes the selected connections(s). Only|Delete
enabled if the selected connections are closed.

Select Al Selects all connections. Ctrl-A

Rename Connection...|Opens a dialog to rename the selected|F2
connection.

Rename Connection|Opens a dialog to rename the selected|F2

S Import LDIF | Startsthe LDIF Import wizard.
Import...

= Import DSML | Starts the DSML Import wizard.
Import...
Import Import| Starts the Import Connection wizard.
Connections...

B Export LDIF | Starts the LDIF Export wizard.
Export...

E Export _, DSML |Startsthe DSML Export wizard.
Export...
Export _ ~ CSV|Startsthe CSV Export wizard.
Export...

iE Export | Excel|Startsthe Excel Export wizard.
Export...
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lcon |Action Description Shortcut
& Export _, ~ ODF|Startsthe ODF Export wizard.
Export...
Export _  Export|Starts the Export Connections wizard.
Connections...
Properties Opens the connection properties dia og. Alt-Enter

2.2. LDAP Browser view

The LDAP Browser shows the directory information tree (DIT), the persistent searches and bookmarks of
the selected connection in three separate categories. It allows you to explore the directory content.

2.2.1. Overview
This section describes general aspects of the LDAP Browser view.

Example screenshot

5% LDAP Browser @ $H | B ER YO

~ % o
= [#] Root DSE (4]
- & o=sevenseas (2)
- 2 ou=groups (2)
- & ou=crews (3]
{# cn=HMSs Bounty
i en=HMS Lydia
i cn=HMS Victory
P& ou=ranks
P & ou=people (11)
~ 7’ Searches
¥ 4 Some People (2)
{7); cn=Horatio Hornblower, ou=people, o=sevenseas
ﬁ; cn=Horatio Nelson,ou=people o=sevenseas
- E]]] Bookmarks

[l Horatio Nelson

Icons

The following icons can appear in the LDAP Browser view:

Icon Description
% The top-level category containing the directory information tree.
tHae@0C Entry, the icon depends on its object classes.
24 & Alias or referral entry.
5| The schema entry.
7] Theroot DSE entry.
= A container for folded entries.
= The top-level category containing persistent searches.
& A search.
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lcon

Description

The top-level category containing bookmarks.

A Bookmark.

Toolbar

The toolbar contains the following items:

Icon Action Description
£ Up Selects the parent node of the currently selected node.
o Refresh Refreshes the selected objects
= Collapse All Collapsesthe wholetree, only the three top-level categories
remain visible.
& Link With Editor Linksthe editor with the current selection and the selection

with the current editor.

Drop Down Menu

The drop down menu contains the following items:

Sorting...: Opensthe Sort Dialog .

Show Quick Search: Shows/Hidesthe. Quick Search .

Show DIT: Showsthe DIT category.

Show Searches. Shows the Searches category.

Show Bookmarks: Shows the Bookmarks category.

Show Directory Metadata: Shows the directory metadata entries (e.g. the root DSE or the schemaentry)

inside the DIT category.

Preferences...: Opensthe LDAP Browser preferences dialog.

Quick Search

The Quick Search allows searching the DIT with specifying only a single search attribute and value.

10
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% LDAP Browser 52 @ & B 5 Y5O
|cn v || = [wv||lohn* v ||l %
< %o

= [#] Root DSE (5)
- & o=sevenSeas (2]
< %7 quick search (2)
{_’); cn=John Fryer,ou=people, o=sevenSeas
{)); cn=John Hallett, cu=people, o=sevenSeas
P & ou=groups
- 2 ou=people (11)
I & cn=Cornelius Buckley
P fi} cn=Fletcher Christian
B cn=Horatio Hornblower
I & cn=Horatio Nelson
[ fj cn=John Fryer
B & cn=John Hallett
B & cn=Moultrie Crystal
I & cn=Thomas Masterman Hardy
P f} cn=Thomas Quist
B & cn=william Bligh
P& cn=william Bush

To use the quick search select an entry inthe DIT first. It is used as search base.

Intheleftinput field you could typeinthe search attribute. Thereisan auto-compl etion of known attributes.
Y ou could also select arecently used attribute from the drop-down box.

In the next drop-down box you could select the search operations.

In the right input field you could type in the search value. Y ou could use *' as wildcard. Y ou could also
select arecently used value from the drop-down box.

The &% icon toggles the search scope: To search only the direct descendants of the selected entry uncheck
the button. Check the button to search the whole subtree.

When pressing the % button the search is executed. Y ou could also press Enter in one of the input fields
to execute the search.

The search result is presented directly under the selected entry using a%” Quick Search icon.

Sort dialog

With the sort dialog you can set the sorting behaviour of the LDAP Browser view.

i
(&)

4| @ Ascending O Descending

oK Caneal
Field Description Default
Leaf entriesfirst If enabled, entries without children are grouped|on

before the entries with children.

Container entriesfirst | If enabled, entries with children are grouped before| on
the entries without children.

11
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Field Description Default
Mixed If enabled, entries with and without children are not|on
group before each other.
Meta entries last If enabled, meta entries (e.g. root DSE or schema|on
entry) are grouped after all other entries.
Sort by Sort criteria and order of entriesin DIT and search| RDN Value and

results. Select either 'RDN' or 'RDN Value' from|Ascending
the drop-down list as sort critera and select the sort
order. Or select 'No sorting' to disable sorting.

Sort limit If there are more than the specified number of | 10000
children or search results they won't be sorted.
Hint: For performance reasons the maximum value
should be 10000!

2.2.2. DIT category

This section describes the DIT category in the LDAP Browser view.

Navigation

In the DIT category the directory information tree of the LDAP directory is displayed in its natural
hierarchical structure. The first hierachy level contains the base entries, the Root DSE and the schema
entry. When expanding an entry its direct children are fetched from directory. To expand and collapse an
entry you could also double-click.

Children detection

Labels

Icons

While browsing the directory the LDAP Browser tries to find out if afetched entry has children. Entries
without children couldn't be expanded. Thisbehaviour could be changedinthe LDAP Browser preferences

By default the RDN of the entries is used as label and the length of the label is limited to 50 characters.
This behaviour could be changed in the LDAP Browser preferences . For the Base entries always the
whole DN isused as |abel.

If an entry has child entries the number of children is appended in parentheses to the label. If the directory
server returned a partial result (e.g. because of count or time limits) aplus (+) character is appended to the
number of children to indicate that there are more child entries. Note: The limit parameters are inherited
from connection properties.

[» 2 ou=Testdatal0000 (1000+)

The following icons are used to distinguish entry types:

Icon Description
i Entry with object class person, inetOrgPerson, posixAccount, user
o Entry with object class groupOfNames, groupOfUniqueNames, posixGroup,
group
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Icon Description
& Entry with object class organization, organizational Unit, container
9 Entry with object class domain, domainComponent, country, locality
&7} Entry with object class alias
& Entry with object classreferral
B The schemaentry.
7] The root DSE entry.
] All other entries

Alias and referral entries
To manage alias entries you have the following options:

» Disable the options "Finding Base DN" and "Search” in the "Aliases Dereferencing” group of the
Connection properties . This setting will display  alias entriesin the tree.

« If you know that an entry contains alias child entriy you could select Fetch > Fetch Aliases from the
browser's context menu.

To manage referral entries you have the following options

 Enable the option "Use ManageDsal T control" in the "Controls" group of the Connection properties .
This setting will display & referral entriesin the tree.

* If you know that an entry containsreferrals child entriy you could select Fetch > Fetch Referrals from
the browser's context menu.

Folding

By default the entries of large branches are folded into virtual folders &= each with 100 entries. This may
help to keep the displayed tree smaller. Thisbehaviour could be changed inthe LDAP Browser preferences

~ & ou=Testdatal00000 (100001)
< [=[1...10000]
< [=[L...100]
i# en=652
# en=925

Filter Children

With the ¥ Filter Children action you can define afilter to select entries returned by the server for your
needs. Y ou could recognise afiltered entry by its modified icon and label.

& ou=People (1 filtered)
5} cn=Lao Tzu

2.2.3. Searches category

This section describes the Searches category in the LDAP Browser view.

New Search

To perform a new search please choose one of the following methods:
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* Select a search or entry and choose #° New Sear ch... from the context menu. The selected search or
entry is used to preset search parameters.

* Use the Workbench " Sear ch action.

Please see Search dialog how to define the search parameters.

Navigation

In the Searches category the searches and belonging search results are displayed. The first hierachy level
contains the Searches, the second hierarchie level shows the search result entries. To expand and collapse
a search the double-click could be used.

v 7 Searches
= 4 Some People (3)
,_’J,-cn=]ohn Fowler,ou=People, o=|NDITutorial
,_’),-cn=Jon Ruiz,ou=People, o=|NDITutorial
j,-cn=]onathan Wood,ou=People, o=|NDITutorial

P 4" Groups
With the %t Open Search Result in DIT action the search result entry could be located in the DIT.

Unperfomed Searches

An unperfomed search could beidentified by the gray search icon " and the absent number in parentheses
at the end of the search name label. To perfom the search expand it or press the refresh button.

Perfomed Searches

A perfomed search could be identified by the yellow search icon +” If asearch is performed the number of
search resultsis appended in parentheses to the search name label. If the directory server returned apartial
result (e.g. because of count or time limits) aplus (+) character is appended to the number of search results
to indicate that there are more results. To perfom the search again press the refresh button.

Search Results

By default the DN of the search resultsis used aslabel and thelength of thelabel islimited to 50 characters.
This behaviour could be changed in the LDAP Browser preferences .

Theicons of the search results depends on the RDN type, see DIT category . Additional the search results
have a small overlay image »

Folding

By default large search results folded into virtual folders & each with 100 entries. This may help to keep
the displayed tree smaller. This behaviour could be changed in the LDAP Browser preferences .

= 4 Search Test (10000+)
= [=[1...100]
j,- cn=996,ou=Testdatal0000, ou=Testdata, o=|NDITutorial
L’),- cn=997,ou=TestdatalO000, ou=Testdata, o=|NDITutorial

Batch Operation
With the ™ New Batch Operation... action you can execute a modify operation to all search results.

2.2.4. Bookmarks category

This section describes the Bookmark category in the LDAP Browser view.
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Bookmarks could be used to quickly access frequently used entries.
New Bookmark

To create a new bookmark select an entry or search result and choose ¥ New Bookmark... from the
context menu.

Navigation

With the i Open Bookmark in DIT action the bookmark entry could be located in the DIT.

2.2.5. Context Menu

This section describes the context menu of the LDAP Browser view.
New > New Entry...

* lcon: @

» Description: Opens the New Entry wizard . The selected entry is used as template or to preset the
parent entry.

» Enabled: If one entry, search result or bookmark is selected.
New > New Context Entry...

* lcon: &

 Description: Opensthe New Context Entry wizard .

» Enabled: If one entry, search result or bookmark is selected.
New > New Search...

* lcon: 4

» Description: Opens the Search didlog . The selected search or entry is used to preset the search
parameters.

» Enabled: If one search, entry, search result or bookmark is selected.
* Shortcut: Ctrl-H

New > New Bookmark...
* lcon: ¥

* Description: Opensthe bookmark dialog. The selected entry is used to preset the new bookmarks name
and DN.

» Enabled: If one entry, search result or bookmark is selected.
New > New Batch Operation...

* |con: ®

15



Tools

Description: Opens the Batch Operation wizard . If one or multiple entries are selected they are used
as operation objects. If asearch is selected its search results are used as operation objects.

Enabled: If one search is selected or if one or multiple entries, search results or bookmarks are selected.

Open Entry

Description: Opens the selected entry in the default entry editor.

Enabled: If one entry, search result or bookmark is selected.

Open With >

Opens the selected entry in a custom Entry editor. The follwing editor types are available:

Table Entry Editor (single-tab)
* lcon: E

* Description: Displays attributes and valuesin atable grid. Single-tab means that only one instance of
the editor is used, al entries are opened in the same editor tab. Thisisthetraditional Entry editor.

Table Entry Editor (multi-tab)
* lcon: &g

» Description: Displays attributes and valuesin atable grid. Multi-tab means that each entry is opened
inits own editor tab.

LDIF Entry Editor (multi-tab)
* lcon: ir

» Description: Displaysattributesand valuesin LDIF format. Multi-tab meansthat each entry is opened
in its own editor tab.

LDIF Entry Editor (single-tab)
* lcon: &

« Description: Displays attributes and values in LDIF format. Single-tab means that only one instance
of the editor is used, al entries are opened in the same editor tab.

Open Search Result in DIT / Open Bookmark in DIT

Up

lcon: 2k / ik
Description: Opens the selected search result or bookmark in DIT.
Enabled: If one search result or bookmark is selected.

Shortcut: F3

lcon: &
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Description: Opens the parent node of the selected node.
Enabled: If anode with a parent is selected.

Shortcut: F4

Copy Entries / DNs

lcon: =

Description: Copies the selected entries and DNs to the system clipboard. The entries are copied in an
internal format and could be pasted inside the LDAP Browser view. The DNs are copied as text and
could be pasted even outside of Studio.

Enabled: If one or multiple entries, search results or bookmarks are selected.

Shortcut: Ctrl-C or Ctrl-Insert

Paste Entries

Delete

lcon: [E

Description: Pastesthe previously copied entries as children into the selected entry. If the copied entries
have children you are asked for the copy depth.

= sElECTCopy DEPTh] =

Please select the copy depth

(@) Object (Only the copied entries)
(0) One Level (The copied entries and their direct subentries)

(0) Subtree (The whole subtrees)

] oK | l Cancel ]

The new entries will receive the same RDNSs and attributes as the copied entries. If there is already an
entry with the same RDN you are asked how to proceed.

= SEIECtiCopy Strategy’ =

The entry ou=People,0=|NDMutorial already exists. Please select how to proceed
() Stop copy process
O lgnere entry and cantinue
@ Rename entry and continue

RON [ou [ =] - [peolez ]

RON Preview: [au=Peaple2 |

Enabled: If one entry is selected and the system clipboard contains entries.

Shortcut: Ctrl-V or Shift-Insert

lcon: ¥
Description: Deletes the selected elements, the real action depends on the selected elements type:

» Entries or Search Results: The entries and its children are deleted physically from directory. It is not
possible to delete base entries or the root DSE.

 Searches: The selected searches are removed from the view. No entries from directory are deleted.

17



Tools

» Bookmarks. The selected bookmarks are removed from the view. No entries from directory are
deleted.

» Enabled: If one or multiple searches, entries, search results or bookmarks are selected.

» Shortcut: Delete

Move Entries...

* Description: Moves the selected entries to another parent. The Move Entriesdialog is opened to select
the new parent DN.

» Enabled: If one or multiple entries or search results are sel ected.

Rename...
« Description: Renames the selected element, the real action depends on the selected element type:

» Entry or Search Result: Renamesthe selected entry in directory. The Rename Entry dialog isopened
to specify anew RDN.

¢ Search: Renames the selected search.
* Bookmark: Renames the selected bookmark.
» Enabled: If one search, entry, search results or bookmark is selected.

» Shortcut: F2
Advanced > Copy DN

* |con: lum

e Description: Copies the distinguished name of the selected entry (eg. cn=John
Fowler,ou=People,0=JNDITutorial)

» Enabled: If one entry, search result or bookmark is selected.
Advanced > Copy URL
* lcon: G

e Description: Copies the URL of the selected entry (e.g. Idap://localhost:389/cn=John
Fowler,ou=People,0=JNDITutorial)

» Enabled: If one entry, search result or bookmark is selected.
Advanced > Copy Entry as LDIF
Copies the selected entriesin LDIF content format. There are four options:
e DN only
* lcon: =

 Description: Copies the distinguished names of the selected entries in LDIF format. If a search is
selected the distinguished names of all search results are copied.
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« Enabled: If one search is selected or if one or multiple entries, search results or bookmarks are
selected.

* returning attributes only
* lcon: &

» Description: Copies all returning attributes of the selected search result entries in LDIF format. If a
search is selected the returning attributes of all search results are copied.

< Enabled: If one search is selected or if one or multiple search results are selected.
o al user attributes
* lcon: =

» Description: Copies all user attributes of the selected entriesin LDIF format. If a search is selected
the user attributes of all search results are copied.

« Enabled: If one search is selected or if one or multiple entries, search results or bookmarks are
selected.

* include operational attributes
* lcon: =

» Description: Copiesall user attributesand operational attributesof the selected entriesin LDIF format.
If asearchis selected the attributes of all search results are copied.

« Enabled: If one search is selected or if one or multiple entries, search results or bookmarks are
selected.

Advanced > Copy Entry as CSV

Copiesthe selected entriesin CSV format. By default the tabulator is used as attribute delimiter, apipeis
used as value delimiter and each attribute is wrapped by double-quotes, these settings could be changed
in Text Formats preferences . There are four options:

* DN only
* lcon: &

» Description: Copies the distinguished names of the selected entries in CSV format. If a search is
selected the distinguished names of all search results are copied.

« Enabled: If one search is selected or if one or multiple entries, search results or bookmarks are
selected.

e returning attributes only
* lcon: &

» Description: Copies al returning attributes of the selected search result entries in CSV format. If a
search is selected the returning attributes of all search results are copied.

« Enabled: If one search is selected or if one or multiple search results are selected.
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* al user attributes
* lcon: [

» Description: Copies all user attributes of the selected entries in CSV format. If a search is selected
the user attributes of all search results are copied.

» Enabled: If one search is selected or if one or multiple entries, search results or bookmarks are
selected.

* include operational attributes
* lcon: &

» Description: Copiesall user attributes and operational attributes of the selected entriesin CSV format.
If asearchis selected the attributes of al search results are copied.

< Enabled: If one search is selected or if one or multiple entries, search results or bookmarks are
selected.

Advanced > Delete All
* lcon: &
 Description: The action depends on the selected element type:

« Entry: Thechildren entriesof the selected entry are deleted physically from directory. It isnot possible
to delete base entries or the root DSE.

» Search or 'Searches category: All the searches are removed from the view. No entries from directory
are deleted.

« Bookmark or '‘Bookmarks' category: All the bookmarks are removed from the view. No entries from
directory are deleted.

» Enabled: If an entry, search, bookmark, the 'Searches' or 'Bookmarks' category is selected.

Filter Children...

* lcon: ¥
 Description: Opensthe Filter Children dialog to specify achildren filter for the selected entry.
» Enabled: If oneentry in DIT category is selected.
Remove Children Filter
* Icon: ¥
 Description: Removes the children filter.
» Enabled: If oneentry in DIT category is selected and a children filter is set.
Import > LDIF Import...

* |con: =
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 Description: Startsthe LDIF Import wizard .
Import > DSML Import...

* lcon: E.

» Description: Startsthe DSML Import wizard .
Export > LDIF Export...

* lcon: &

» Description: Startsthe LDIF Export wizard .
Export > DSML Export...

* lcon: &

» Description: Startsthe DSML Export wizard .
Export > CSV Export...

* lcon: &

 Description: Startsthe CSV Export wizard .
Export > Excel Export...

* lcon: &

 Description: Startsthe Excel Export wizard .
Export > ODF Export...

* lcon: &

» Description: Startsthe ODF Export wizard .
Refresh

* |lcon: &

» Description: Refreshes the selected elements. If entries, search results or bookmarks are selected their
attributes and children are refreshed. If searches are selected this searches are performed

» Enabled: If one or multiple searches, entries, search results or bookmarks are sel ected.

Shortcut: F5

Fetch -> Fetch Operational Attributes

 Description: Enables/disables fetching of operational attributes. If the server supports the 'All
Operational Attributes feature the operation attributes are requested using a'+', otherwise all available
operational attributes available in the schema are requested.
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 Enabled: If one or multiple entries, search results or bookmarks are selected.

* Note: Thismenu item isnot availableif "Fetch operational attributes while browsing" in the connection
properties is enabled because in that case operational attributes are always loaded.

Fetch -> Fetch Aliases

* Description: Enables/disablesfetching of aliasentries. If enabled an additional search request with alias
dereferncing mode 'never' is necessary when loading the children of an entry.

» Enabled: If one or multiple entries are selected.

» Note: This menu item is not available if no alias dereferencing is enabled in the connection properties
because in that case alias entries are aways visible.

Fetch -> Fetch Referrals

« Description: Enables/disables fetching of referral entries. If enabled an additional search request with
ManageDsal T controls is necessary when loading the children of an entry.

» Enabled: If one or multiple entries are selected.

* Note: Thismenu item is not available if "Use ManageDsal T control while browsing" is enabled in the
connection properties because in that case referral entries are always visible.

Fetch -> Fetch Subentries

 Description: Enables/disables fetching of subentries. If enabled an additional search request with
Subentries controlsis necessary when loading the children of an entry.

» Enabled: If one or multiple entries are selected.

» Note: Thismenu itemisnot availableif "Fetch subentries while browsing” is enabled in the connection
properties because in that case subentries are always fetched.

Properties
 Description: Opensthe entry properties , search properties or bookmark properties dialog.
» Enabled: If one search, entry, search result or bookmark is selected.

e Shortcut: Alt-Enter

2.3. Entry editors

Entry editors are used to view and edit the attributes and values of an entry.

Editor Types
There are two editor types available.
» Table Entry editor: Displays the entry's attributes and valuesin atable grid.

« LDIF Entry editor: Displays the entry's attributes and values in LDIF format.
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By default the single-tab Table Entry editor is used, you could change that setting in the Entry Editor

preferences.

Single-Tab vs. Multi-Tab

Each editor type can be used in single-tab or multi-tab mode.

 Single-tab meansthat only oneinstance of the editor isused, al entriesare opened in the same editor tab.

» Multi-tab means that each entry is opened in its own editor tab.

Open Mode

With the open mode you could define how an entry should be opened while navigating through the DIT
inthe LDAP Browser view.

 Traditional: Editors open on single-click, using arrow keys triggers the opening of a new editor.

 Application-wide open mode + double-click: Editors open on double-click, using arrow keys requires
an explicit enter to open the entry in an editor.

» Application-wide open mode + single-click: Editors open on single-click, arrow key and hover
behaviour could be configured.

By default thetraditional open modeisused, you could change that setting in the Entry Editor preferences.

2.3.1. Table Entry Editor Overview

This section describes general aspects of the Table Entry editor.

Example screenshot

B cn=John Hallett, ou=people, o=sevenseas 3

DN: cn=John Hallett,ou=people, oc=sevenseas =

Attribute Description

~ objectClass (4 values)

objectClass
objectClass
objectClass
objectClass
cn
sn
description
givenName
jpegPhoto
mail
manager
uid
userCertificate
userPassword
create Timestamp
creatorsName
entryCsN
entryUliD
modifiersName

modifyTimestamp

Value

inetOrgPerson (structural)
organizationalPerson (structural)

person (structural)

top (abstract)

John Hallett

Hallett

Midshipman John Hallett

John

JPEG-Image (592x403 Pixel, 43197 Bytes)
jhallett@royalnavymod. uk

cn=William Bligh,ou=people, o=sevenSeas

jhallett

¥.509v1: CN=ApacheD5, OU=Directory, O=ASF C=U5
SHA hashed password

Oct 23, 2009 2:51:57 PM CEST (200910231251577)
0.9.2342 19200300.100.1. 1=admin.2.5.4.11=system
20091023145157 300000 ZF000000 #0000 #000000
b95e0fea fdff 42e0-b370097272a8ce37

0.9.2342 19200300.100.1. 1=admin,?.5.4.11=system
Oct 29, 2009 7:15:57 PM CET (20091029181557Z7)

1]
x
G
<
|

—+,
S

=0

5= Outline

=0

— | |= [ tn=John Hallett,ou=people, o=

b

YV VYV VYV VYV VvV vVvvVYvVvvVvvY«wvY

uid (1)

mail (1)

sn (1)

manager (1)
userPassword (1)
objectClass (4)
givenhame (1)
modifyTimestamp (1)
createTimestarmp (1)
entryCSM (1)

on (1)

creatorsMame (1)
description (1)
entryUUID (1)
ipeaPhoto (1)
userCertificate (1)

modifiersName (1)
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Layout

The Entry editor has atwo-column layout. The left column contai ns the attribute descriptions (names), the

right column contains the attribute values. Each line represents a name-vaue pair.

The Entry editor has its own toolbar. The |eft part displays the distinguished name of the current entry.

Theright part contains the toolbar icons and menu.

Colors and Fonts

To distinguish the different attribute classes the Entry editor uses different fonts. By default the following

colors and fonts are used:

Attributeclass Default |Default |Example
font color
Obj ectClass attribute |bold and|black objectClass person (Structural)
italic
Must attributes bold black cn Ted Geisel
May attributes normal black telephoneNumber +1 408 555 5252
Operatl Onal attn buteS |ta| | C bI aCk creatorsName cn=Admin.o=/NDiTutorial

These colors and fonts could be changed in the Colors and Fonts preferences .

Toolbar

Thetoolbar contains the following items:

Icon |Action Description Shortcut

= New Vaue Adds anew vaueto the selected attribute and starts| Ctrl-+
the edit mode.

= New Attribute... Opensthe New Attribute wizard . When finishing| Shift-Ctrl-+
the wizard a new attribute is created and the edit
mode is started to enter avalue.

® Delete Deletes the selected values. Delete

% Delete Attributes |Deletes all values of the selected attributes.
Applicableto multi-valued attributes, if you want to
delete the complete attribute just select one value
use this action.

& Reload Attributes | Reloads the attributes of the current entry. F5

5 Expand All Expands all folded attributes.

= Collapse All Collapses all folded attributes.

k-3 Show Quick Filter | Shows/Hidesthe Quick Filter . Ctrl-F

Drop Down Menu

The drop down menu contains the following items:

 Sorting...: Opensthe Sort Dialog to set default sorting.
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e Show Decorated Values: If checked decorated values are displayed, this means some additional
information is displayed:

* Images. Image format, width, height, and size.

e Binary data: Datasize.

¢ Passwords: Used hash method.

e Timestamps: Locale dependent date and time format.
If unchecked the raw values (as stored in directory) are displayed.

» Save Automatically: If checked, each modifcation (add attribute, edit value, delete attribute) is saved
automatically and a modify request is sent to the server. If unchecked the editor becomes dirty (an
asterisk ™' appearsin the editor tab) if the entry is modified. Multiple modifications could be applied to
the entry. The editor must be saved explicitely using Ctrl+S.

» Preferences...: Opensthe Entry editor preferences dialog.

2.3.2. Table Entry Editor Features

This section describes the features of the Table Entry editor.

Y ou could sort the displayed attributes by attribute description or value by clicking to the column header.
The current sort criteria and direction is indicated by an arrow. The default sorting behaviour could be

changed in the Sort Dialog ( Toolbar menu -> |% Sorting ):

Sort dialog

The default sorting behaviour of the entry editor could be changed in this dialog.

= ENtRy EditoTSSoTEing! =

Group attributes

Sort attributes

[ ObjectClass and must attributes first

W] Operational attributes last

Sort by |'Attribute Description E] (@ Ascending () Descending

Please click to table headers to sort by attribute description or value.

Cancel

Field

Description

Default

ObjectClass and must
attributes first

If enabled, objectClass and must attributes are
grouped at the top.

on

Operational  attributes
last

If enabled, operational attributes (eg.
createTimestamp and modifyTimestamp) are
grouped at the bottom.

on

Sort by

Default sort criteria and order of attribute and
values. Select either 'Attribute Description' or

Attribute

and Ascending

Description
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Field Description Default
'Value' from the drop-down list as sort critera and
select the sort order. Or select 'No sorting' to disable
default sorting.

Quick Filter

If an entry hasmany attributesand valuesit isdifficult to find aspecific attribute. The Quick Filter provides
aclient-side filter. To show/hide the Quick Filter toggle the 3+ button or press Ctrl-F . Enter (even parts
of) attribute descriptions or values into the input fields, only matching attributes keep displayed. When
hiding the filter is removed.

L 2 =0
DN: cn=Ted Geiselou=People,o=|NDITutorial = Sl E B || T
|: | Ted ) (B
Attribute Description Value

cn Ted Geisel

mail Ted. Geisel@|NDITutorial.com

Visible attributes

By default all user attributes of an entry are fetched and displayed in the Entry editor. You could define
to request operational attributes for each entry for the whole connection, see Connection properties
for details. Another way is to request operational attributes for the selected entry only, choose Fetch
Operational Attributes from the context menu.

Folding

By default attributeswith morethan 10 valuesarefolded. Theattributeisdisplayed assingleline containing
the number of values

[* memberof (11 values)

Expand the attribute to make the values visible (double-click works also). To expand/collapse all folded
attributes use the = Collapse All and = Expand All and buttons from toolbar.

< memberOf (11 values)

memberof cn=Asset Managers, ou=Groups, o=|NDITutorial
memberof cn=Dataroom Managers, ou=Groups,o=|NDITutorial
memberof cn=Ffnance Managers,ou=Groups, o=JNDITutorial

rmarmharnf FA—=Canara | Mananare an=rZranne a=IMAITEaArial

Y ou could change this setting in Entry editor preferences .
Locate DN in DIT

If a value contains a distinguished name the it Locate DN in DIT action can be used to locate and open
theentry inthe DIT.

Query by example

When selecting attributes these attribute-value-pairs are used to build a search filter, this feature could be
used for "query by example".

 Select example attributes and choose New Sear ch... from context menu. Watch the search filter in the
search dialog.
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* Select exampleattributesand choose Advanced -> Copy [NOT|AND|OR] Search Filter from context
menu. This copies the search filter to system clipboard.

When building afilter necessary value encoding is supported (*->\2a, (->\28, )->29, \->\5c, NUL->\00).
Edit Attributes and Values

It is possible to add, edit or delete attributes and values of an entry in the Entry editor.

To enter the edit mode using the default value editor select avalue and press Enter or F7 or double-click

thevalue. If the attributeisasimple string (like givenName or telephoneNumber) the value could be edited

in-place, otherwise a specific value editor dialog is opened. To use aspecific value editor choose one from

Context Menu -> Edit Value With .

To finish editing press Enter or click to another value or click the OK button in avalue editor dialog. To
cancel editing press ESC or click the Cancel button in avalue editor dialog.

Edit Entry Offline and Save Automatically

Sometimes you may want to make multiple modifications on an entry and to send these modifications as
one request to the server. This is necessary e.g. when adding an additional object class which requires
addional attributes. There are two ways to accomplish this.

One way isto toggle the "save modifications automatically" setting. This could be done from the editor's
drop-down menu or in the Table Entry Editor preferences. This mode could be set independently for the
single-tab and the multi-tab editor. For the single-tab editor it is enabled by default, for the multi-tab editor
it isdisabled by default. If disabled the editor becomes dirty (an asterisk ™' appearsin the editor tab) if the
entry is modified. The editor must be saved explicitely using Ctrl+S.

Another way isto use the Editor Entry Wizard. To start the wizard press F8 or choose Edit Entry... from
the context menu.

2.3.3. Table Entry Editor Context Menu
This section describes the context menu of the Table Entry editor.
New Attribute...

* Opensthe New Attribute wizard . When finishing the wizard a new attribute is created and the edit
mode is started to enter avalue.

* lcon: =
* Shortcut: Shift-Ctrl-+
New Value
+ Adds anew value to the selected attribute and starts the edit mode.
* lcon: =
» Enabled: If one attribute or value is sel ected.

» Shortcut: Ctrl-+
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New Search...

* Opensthe Search dialog . The selected attributes and values are used to build the search filter (Query
by example).

* lcon: 4

» Enabled: If attributes or values are sel ected.

* Shorteut: Ctrl-H

New Batch Operation...

» Opensthe Batch Operation wizard . If one or multiple DN values are selected these DNs are used as
operation objects. Otherwise the selected attributes and values are used to build the search filter (Query
by example).

* lcon: &

» Enabled: If attributes or values are selected.

Locate DN in DIT

 Locatesthe entry of the selected DN in DIT.

* lcon: ik

» Enabled: If one valueis selected and this value is a distinguished name.

 Shortcut: F3

Open Schema Browser -> Object Class Definition

» Opensthe Object Classpage in SchemaBrowser and selectsthe object class definition of the currently
selected objectClass value.

* lcon: ®
» Enabled: If one objectClass value is selected and the schema contains this object class.
Open Schema Browser -> Attribute Type Definition

* Opensthe Attribute Type page in Schema Browser and selects the attribute type definiton of the
currently selected attribute.

* lcon: ®
» Enabled: If one attribute or value is selected and the schema contains this attribute type.
Open Schema Browser -> Equality Matching Rule Definition

» Opensthe Matching Rule page in Schema Browser and selects the equality matching rule definiton
of the currently selected attribute.

* |con: &
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» Enabled: If one attribute or value is selected, the attribute provides an equality matching rule and the
schema contains this matching rule.

Open Schema Browser -> Substring Matching Rule Definition

» Opensthe Matching Rule page in SchemaBrowser and selects the substring matching rule definiton
of the currently selected attribute.

* |con: @

» Enabled: If one attribute or value is selected, the attribute provides a substring matching rule and the
schema contains this matching rule.

Open Schema Browser -> Ordering Matching Rule Definition

» Opensthe Matching Rule page in Schema Browser and selects the ordering matching rule definiton
of the currently selected attribute.

* |con: &

» Enabled: If one attribute or value is selected, the attribute provides an ordering matching rule and the
schema contains this matching rule.

Open Schema Browser -> Syntax Definition

* Opensthe Syntax page in Schema Browser and selects the syntax definiton of the currently selected
attribute.

* |con:

» Enabled: If one attribute or value is selected, the attribute provides an syntax and the schema contains
this syntax.

Copy Values
 Copies the selected values. The values are copied to clipboard in an internal format so they could be
pasted to another entry even in the search result editor. Additional the displayed values are copied to
the system clipboard as string so they could be pasted in other applications. New-line is used as value
separator.
* lcon: =
 Shortcut: Ctrl-C or Ctrl-Insert
Paste Values

« Pasted the previously copied values to the current entry. Each valueis copied separately, when an error
occurs while adding the value the paste operation will continue with the next value.

* lcon: [E
» Enabled: If the system clipboard contains values.

e Shortcut: Ctrl-V or Shift-Insert
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Delete
* Deletes the selected attributes and values.
* lcon: ¥
+ Enabled: If attributes and values are selected.
+ Shortcut: Delete
Select All

» Selectsall attributes and values.
* Shortcut: Ctrl-A
Advanced > Copy DN
* Copies the distinguished name of the current entry (e.g. cn=John Fowler,ou=People,0=JNDITutorial)
* lcon: ki
Advanced > Copy URL

* Copies the URL of the  current  entry (eg. Idap://1ocalhost:389/cn=John
Fowler,ou=People,0=JNDITutorial)

* lcon:
Advanced > Copy Attribute Descriptions
» Copiesthe attribute descriptions of the selected attributes and values as string to the system clipboard.
* lcon:
Advanced > Copy Display Values
» Copiesthe values as displayed in the entry editor, either decorated or not.
* lcon: &l
Advanced > Copy Values (UTF-8)
 Copiesthe selected values UTF-8 encoded to the system clipboard.
* lcon: &
Advanced > Copy Values (BASE-64)
 Copiesthe selected values BASE-64 encoded to the system clipboard.
* lcon: &
Advanced > Copy Values (HEX)

 Copiesthe selected values HEX encoded to the system clipboard.
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* lcon: @

Advanced > Copy Name-Value-Pairs as LDIF
* Copies the selected attribute and valuesin LDIF format to the system clipboard.
* lcon: =
Advanced > Copy Search Filter
Builds search filters from the sel ected attributes and values. There are four options:
* Default
» Copiesthe selected attribute and value as LDAP search filter (attribute=value).
* lcon: =
» Enabled: If onevalueis selected.
« NOT
» Copiesthe selected attribute and value as LDAP NOT search filter (!(attribute=value)).
* lcon:
» Enabled: If onevalueis selected.
« AND

* Copies the selected attributes and values as LDAP AND search filter (& (attributel=valuel)...
(attributeN=valueN)).

* lcon: @
« OR

* Copies the selected attributes and values as LDAP OR search filter (|(attributel=valuel)...
(attributeN=valueN)).

* lcon:
Advanced > Delete Attributes

» Deletesall values of the selected attributes. Applicable to multi-valued attributes, if you want to delete
the complete attribute just select one value use this action.

* |con: %
» Enabled: If values of multi-valued attributes are selected.
Edit Attribute Description

* Opensthe Edit Attribute wizard . When changing the attribute description aadd operation and a delete
operation is performed.
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» Enabled: If one attribut or value is selected.
e Shortcut: F6
Edit Value

* Edits the selected value using the default value editor. To change the default value editor see Value
Editors preferences .

» Enabled: If one valueis selected.
» Shortcut: F7 or Enter
Edit Value With

» Depending on the selected value there could be aternate value editors. To edit the selected value with
another value editor choose one of the listed editors.

+ Enabled: If onevalueis selected.
Edit Entry...
» Opensthe Editor Entry Wizard, used to edit the entry offline.
 Shortcut: F8
Reload Attributes
» Reloads the attributes of the current entry.
* lcon: &
* Shortcut: F5
Fetch Operational Attributes
» Loadsthe operational attributes of the current entry.
Properties
» Opensthe Properties dialog with the Attribute properties page or Value properties page .

» Shortcut: Alt-Enter

2.3.4. LDIF Entry Editor Overview

TheLDIF Entry editor allowsyou to view and edit an entry using itsL DI F representation. An L DIF content
record is used to display all attributes and values.

Y ou could add, modify and delete attributes. To save the modifications to the directory server you must
explicitly save the editor.

It is not possible to modify the distinguished name. It is also not possible to add change the record type
or to add additional records.
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Example screenshot

L7 en=lohn Hallett,ou=people,o=sevenseas 2

dn: cn=John Hallett, ou=people,o=sevenseas

objectClass: organizationalPerson

objectClass: person

objectClass: inetOrgPerson

objectcClass: top

cn: John Hallett

sn: Hallett

description: Midshipman John Hallett

givenName: John
®jpegPhoto:: /9] /4AAQSkZIRgABAQAAAQABAAD, 2wBDAAGGBQgMFEo f BgYHCgOdHhwHBWgMFED][ ]
mail: jhallett@royalnavy.mod.uk

manager: cn=william Bligh, ou=people,o=sevenSeas

uid: jhallett
#userCertificate:: MIIBczCCAROCEgEkgVCLTANBgkghkiGEwOBAQUFADBCMQswCQYDVQQGEM. |
userPassword:: elNIQX1uVTRLSTcxYmNuQkdx ZUSwdD1 OWHZZMXU1b1ES
createTimestamp: 20091023125157Z

creatorsName: 0.9.2342.19200300.100.l.1=admin,2.5.4.11=system
entryCsSN: 20091023145157. 3 Z#1 03 DO

entryUUID: : uVYP6v3/QuCzcNLycq]Ohw==

modifiersName: 0.9.2342.19200300.100.1.1=admin,2.5.4.11=system
modifyTimestamp: 20091029181557Z

2.3.5. LDIF Entry Editor Context Menu

This section describes the context menu of the LDIF Entry editor.
Undo Typing
» Undo the last typing.
+ Shortcut: Ctrl-Z
Revert File
* Revertsal unsaved modifications.
Save
» Savesthe modified entry to the directory server.
 Shortcut: Ctrl-S
Cuts
 Cutsthe selected text to the clipboard.
 Shortcut: Ctrl-X
Copy

» Copiesthe selected text to the clipboard.

* lcon:

e Shortcut: Ctrl-C or Ctrl-Insert

Paste

* Pastes the content of the clipboard.

=g

8= outline

< [ cn=John Hallett, ou=people,o=sew

B

VYV Y Y VYYYYWVYY VW W

ohjectClass (4]

cn (1)

sn (1)

description (1)
givenMame (1)
jpegPhoto (1)

mail (1)

manager (1)

uid (1)
userCertificate (1)
userPassword (1)
createTimestamp (1)
creatorsName (1)
entryCSM (1)
entryUUID (1)
madifiersMame (1)
modifyTimestamp (1)
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* lcon: =
 Shortcut: Ctrl-V or Shift-Insert
Edit Attribute Description
» Opensthe Edit Attribute wizard.
» Enabled: If one attribute is selected.
* Shortcut: F6
Edit Value

« Edits the selected value using the default value editor. To change the default value editor see Value
Editors preferences .

» Enabled: If one valueis selected.
» Shortcut: F7
Edit Value With

» Depending on the selected value there could be aternate value editors. To edit the selected value with
another value editor choose one of the listed editors.

» Enabled: If onevalueis selected.
Edit Record
» Opensthe LDIF Record Editor dialog.
 Shortcut: F8
Reload Attributes
» Reloads the attributes of the current entry.
* lcon: &
 Shortcut: F5
Fetch Operational Attributes
» Loadsthe operational attributes of the current entry.
Preferences

» Opensthe LDIF Editor preferences.

2.4. Search Result editor

The Search Result editor is used to view and edit search results. Although it is placed in the editor area
thereisonly asingle instance of the Search Result editor.
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2.4.1. Overview
This section describes general aspects of the Search Result editor.

Example screenshot

=% 53 Lt Entry Editor =8
3 Results - Search Base: ou=People,o=JNDITutorial - Filter: (cn=s%) =% S | B Y
DM SN mail creatorshName

cn=5puds Mackenzie, ou=People, o=|NDITutorial Mackenzie Spuds.Mackenzie@]NDITutorial. com  cn=Admin.o=/NDiTetorial
cn=5cott Seligman,ou=People, o=|NDITutorial Seligman cn=Admin,o=NDiTtonal
cn=Samuel Clemens,ou=People, o=JNDITutorial 2 walues: Clemens, Twain Mark Twain@]NDITutorial. com cn=Admin.o=/NDITutorial

Layout

The Search Result editor has a multi-column layout, one column for each returning attribute defined in
search parameters. Each line represents a search result with its values.

The cells have the following meaning:

A vaueindicates that the entry has such an attribute with exacly one value.
» Anempty cell indicates that the entry hasn't such an attribute.

» X values. ... indicates that the entry has multiple values for that attribute.

Y ou can choose whether the DN of each search result is displayed asfirst column. Toggle Toolbar menu
-> Show DN .

Fonts and Colors

To distinguish the different attribute classes the Search Result editor uses the same fonts and colors as
the Entry editor .

Toolbar

Thetoolbar contains the following items:

Icon |Action Description Shortcut
= New Value Adds anew value to the selected attribute and | Ctrl-+
starts the edit mode.
® Delete Deletes the selected attribute. Delete
& Refresh Performs the current search. F5
iz Copy Table Copies values as displayed in the table as

CSV. By default the tabulator is used as
attribute delimiter, a pipe is used as vaue
delimiter and each attribute is wrapped by
double-quotes. These settings are suitable
to paste the copied data into Excel or
OpenOffice, the settings could be changed in
Text Formats preferences .
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Action Description Shortcut
Show Quick Filter Shows/Hides the Quick Filter . Ctrl-F

Q
o
=

i&i

Drop Down Menu
The drop down menu contains the following items:
» Show DN: If checked the distinguished name of each search result is displayed as first column.

* DN aslink: If checked the distinguished name of each search result isalink. Clicking to this link will
open the search result entry.

e Show Decorated Values: If checked decorated values are displayed, this means some additional
information is displayed:

* Images: Image format, width, height, and size.
e Binary data: Datasize.

Passwords: Used hash method.

» Timestamps: Locale dependent date and time format.
If unchecked the raw values (as stored in directory) are displayed.

» Preferences...: Opensthe Search Result editor preferences dialog.

2.4.2. Features
This section describes the features of the Search Result editor.

Sorting

To sort the search results by attributes click the column header. The current sort attribute and direction
isindicated by an arrow.

Quick Filter

If there are many search resultsit is difficult to find a specific one. The Quick Filter provides aclient-side
filter. To show/hide the Quick Filter toggle the 3¢ button or press Ctrl-F . Enter (even parts of) a value
into the input field, only matching search results keep displayed. When hiding the filter is removed.

i EX3 Lt Entry Editor ~ B

-

&

1 of 3 Results - Search Base: ou=People.o=|NDITutorial - Filter: {cn=s#*] = Qéh E

twain

- i@)&

cn sn mail telephoneNumber
Samuel Clemens 2 values: Clemens, Twain Mark. Twain@|NDITutorial.com +1 408 555 0186
Navigation

The it Locate DN in DIT action locates and opens the entry of aselected DN inthe DIT.

The * Open Sear ch Result action locates and opens the selected search resullt.
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Copy Table

Editing

The B Copy Table action copies attributes as displayed in the table to the system clipboard.

By default the tabulator is used as attribute delimiter, apipeis used as value delimiter and each attribute is
wrapped by double-quotes. These settings are suitable to paste the copied datainto Excel or OpenOffice,
the settings could be changed in Text Formats preferences .

Itis possibleto add, edit or delete the displayed attributes of the search resultsin the Search Result editor.

To enter the edit mode using the default value editor select a cell and press Enter or F7 or double-click
the cell. If the attribute is a simple string (like givenName or telephoneNumber) the value could be edited
in-place, otherwise a specific value editor dialog is opened. To use aspecific value editor choose one from
Context Menu -> Edit Value With .

To finish editing press Enter or click to another cell or click the OK button in a value editor dialog. To
cancel editing press ESC or click the Cancel button in avalue editor dialog.

Multivalued Editor

In LDAP it is possible (and even normal) that an entry has multivalued attributes. To handle thisin a
spreadshest-like editor a special editor is necessary:

* Inthe cell a multivalued attribute is displayed as "X values. ..." to show the number of values and a
preview

» When entering edit mode the Multivalued Editor dialog is opened.

The Mulivalued Editor is similar to the Entry editor: you could add, edit and delete values. Of courseitis
limited to edit only the current attribute, not the whole entry.

When editing a multivalued attribute the Multivalued Editor is used as default value editor. When editing
asinglevalued attribute you could select Context Menu -> Edit Value With -> E Multivalued Editor .

2.4.3. Context Menu

This section describes the context menu of the Search Result editor.

New Value

* lcon: =

» Description: Adds a new value to the selected attribute and starts the edit mode. If the attribute already
contains one or multiple values the Multivalued Editor is opened.

» Enabled: If an attribute is selected.

» Shortcut: Ctrl-+

New Search...

* lcon: #
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 Description: Opensthe Search dialog . The selected attribute is used to build the search filter (Query
by example).

» Enabled: If an attribute is selected.

* Shorteut: Ctrl-H
New Batch Operation...
* lcon: ®
 Description: Opensthe Batch Operation wizard . If an attribute with one or multiple DNs values are
selected these DNs are used as operation objects. Otherwise the selected attribute is used to build the
search filter (Query by example).
» Enabled: If an attribute is selected.
Locate DN in DIT
* lcon: ik
» Description: Locates the entry of the selected DN in DIT.

 Shortcut: F3
Open Search Result

* lcon: ™
 Description: Locates and opens the search result.

 Shortcut: F4
Open Schema Browser -> Object Class Definition

* lcon: @

» Description: Opensthe Object Class page in Schema Browser and selects the object class definition
of the currently selected objectClass attribute.

» Enabled: If the objectClass attribute is selected and the schema contains this object class.
Open Schema Browser -> Attribute Type Definition

* lcon: @

 Description: Opensthe Attribute Typepage in SchemaBrowser and selectsthe attribute type definiton
of the currently selected attribute.

» Enabled: If an attribute is selected and the schema contains this attribute type.
Open Schema Browser -> Equality Matching Rule Definition

* |con: &
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Description: Opens the Matching Rule page in Schema Browser and selects the equality matching
rule definiton of the currently selected attribute.

Enabled: If an attribute is selected, the attribute provides an equality matching rule and the schema
contains this matching rule.

Open Schema Browser -> Substring Matching Rule Definition

lcon: @

Description: Opens the Matching Rule page in Schema Browser and selects the substring matching
rule definiton of the currently selected attribute.

Enabled:If an attribute is selected, the attribute provides a substring matching rule and the schema
contains this matching rule.

Open Schema Browser -> Ordering Matching Rule Definition

lcon: @

Description: Opens the Matching Rule page in Schema Browser and selects the ordering matching
rule definiton of the currently selected attribute.

Enabled: If an attribute is selected, the attribute provides an ordering matching rule and the schema
contains this matching rule.

Open Schema Browser -> Syntax Definition

Icon:

» Description: Opens the Syntax page in Schema Browser and selects the syntax definiton of the

currently selected attribute.

» Enabled: If an attributeis selected, the attribute provides an syntax and the schema contains this syntax.

Copy Values

* |con: =

* Description: Copiesthe values of the selected attribute. The values are copied to clipboard in an internal

format so they could be pasted to another entry even in the entry editor. Additional they are copied to
the system clipboard as string so they could be pasted in other applications. New-line is used as value
separator. Binary values are copied BASE-64 encoded.

e Shortcut: Ctrl-C or Ctrl-Insert

Paste Values

* lcon: [E

* Description: Pastes the previously copied values to the selected attribute.

» Enabled: If the system clipboard contains values.

e Shortcut: Ctrl-V or Shift-Insert
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Delete

* |con: ¥

 Description: Deletes the selected attribute.

Enabled: If an attributesis selected.

Shortcut: Delete
Advanced -> Copy DN

* |con: i

» Description: Copies the distinguished name of the current search result (e.g. cn=John
Fowler,ou=People,0=JNDITutorial)

Advanced -> Copy URL
* lcon: s

e Description: Copies the URL of the current search result (e.g. ldap://localhost:389/cn=John
Fowler,ou=People,0=JNDITutorial)

Advanced -> Copy Attribute Description

* lcon:

» Copies the attribute description of the selected attribute as string to the system clipboard.
Advanced -> Copy Values (UTF-8)

* lcon: &

 Copiesthe selected values UTF-8 encoded to the system clipboard.
Advanced -> Copy Values (BASE-64)

* lcon: &

 Copiesthe selected values BASE-64 encoded to the system clipboard.
Advanced -> Copy Values (HEX)

* lcon: &

» Copies the selected values HEX encoded to the system clipboard.
Advanced -> Copy Name-Value-Pairs as LDIF

* lcon: =

» Copiesthe selected attribute in LDIF format to the system clipboard.
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Advanced -> Copy Search Filter

Builds search filters from the selected attribute. There are four options:

» Default
* lcon: =
» Description: Copies the selected attribute as LDAP search filter (attribute=value).
« Enabled: If asinglevalued attribute is selected.

« NOT
* lcon:
» Description: Copies the selected attribute as LDAP NOT search filter (! (attribute=valug)).
» Enabled: If asinglevalued valueis selected.

« AND
* lcon: @

» Description: Copies the selected attribute as LDAP AND search filter (& (attributel=valuel)...
(attributeN=valueN)).

+ OR
* lcon:

» Description: Copies the selected attribute as LDAP OR search filter (|(attributel=valuel)...
(attributeN=valueN)).

Edit Value

« Editsthe selected attribute using the default value editor. To change the default value editor see Value
Editor preferences .

» Enabled: If an attribute is selected.

» Shortcut: F7 or Enter

Edit Value With

» Depending on the selected attribute there could be aternate value editors. To edit the selected attribute
with another value editor choose one of the listed editors.

» Enabled: If an attribute is selected.
Search Again

* lcon: &

* Performs the search again.

e Shortcut: F5
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Properties
 Description: Opens the Properties dialog with the attribute properties page or entry properties page .

e Shortcut: Alt-Enter

2.5. Schema Browser

With the Schema Browser you can browse the schema with its schema elements like object classes,
attribute types, matching rules and syntaxes. It is placed in the editor area.

2.5.1. Overview
This section describes general aspects of the Schema Browser.

Example screenshot

|5| schema Browser &3 =0

DbjECt Classes [ApacheDS 1.51 [Incalhns] [ Browse... EY é}%

Object Classes Details

Please select an ohject class. Enter a filter to

restrict the list. » MUST Attributes
Flter: | » MAY Attributes
inetOrgPerson F » Superclasses
javaClass b Subclasses

javaContainer } Raw Schema Definition
javaMarshalledObject

javaNamingReference -

(:) Object Classes | €3 Attribute Types () Matching Rules | (T} Matching Rule Use | £} Syntaxes

Layout

The header of the Schema Browser contains the title and the toolbar. The toolbar shows the connection of
the currently displayed schemaand a Browse... button to select another connection.

The Schema Browser consists of five pages.

» Object Classes page

Attribute Type page

» LDAP Syntaxes page

Matching Rules page
» Matching Rule Use page

Each page has a master-detail layout. The left part of a page shows a list of all schema elements (like
object class names or attribute types). To search a schema element you can filter the list by typing the
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name of the schema element into the filter input field. When selecting one schema element the right part
of the page shows the details.

Navigation

Inthe detail section referencesto other schemaelementsare displayed as hyperlinks. Click to the hyperlink
to jump to the target schema element.

Toolbar

The toolbar contains the following items:

Icon Action Description
£ Show Default Schema Shows the default schema instead of the schema of the
currently selected connection.
R Reload Schema Rel oads the schema of the currently selected connection.

2.5.2. Object Classes

The Object Classes page shows the object classes defined in schema.

B

e

Object Classes

Object Classes

Please select an object class. Enter a filter to

restrict the list.
Flter:

cRLDistributionPoint
certificationAuthority
certificationAuthority2
carbaContainer
corbaObject
corbaObjectReference
country

dMSDomain

dsa

dcObject

deltaCRL

device

dmd

document
documentSeries

domain

N PSP QY T T S P B

[+]

=8

ApacheDS 1.5.1E|oca|hos][ Browse... ] EY Qé‘,:-

-

Details

Mumeric QID: 2.5.8.2
Objectclass names: country
RFC2256: a country

structural

Descripton:
Objectclass kind:

+ MUST Attributes (2)
c, countryName
objectClass

+ MAY Attributes (2)

description
searchGuide

« Superclasses (1)
top
« Subclasses (1)

friendlyCountrye

+ Raw Schema Definition

[ 2.5.6.2 NAME 'country* DESC 'RFC2256: a countny'
SUP top STRUCTURAL MUST ¢ MAY [ searchGuide §
description ) )

(3) Object Classes {3 Attribute Types | () Matching Rules | {Th Matching Rule Use | ) Syntaxes
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The left part of the page lists the available object classes.

Theright part of the page shows the details of the selected object class:

» Details. Shows the OID, names, description and kind of the object class.

* MUST Attributes: Shows all MUST attributes, even those inherited from superclasses.

* MAY Attributes: Shows all MAY attributes, even those inherited from superclasses.

» Superclasses: Shows the object classes this object class is directly derived from (in other words the

parents).

* Subclasses: Shows the object classes derived from this abject class (in other words the children).

» Raw Schema Definition: Shows the raw value of the object class definition as returned from server.

2.5.3. Attribute Types

The Attribute Types page shows the attribute types defined in schema.

B £3
Attribute Types

Attribute Types

Please select a attribute type. Enter a filter to
restrict the list.

Filter:
SUTNOFTYREVOCATIONLIST

bootfle

bootParameter
buildingMame
businessCategory

c. countryMame
cACertificate
cMAMERecord
carLicense
certificateRevocationList
cn, commaoniame

co, friendlyCountryMame
corbalor
corbaRepositoryld
createTimestamp
creatorsMame
crossCertificatePair

dITRedirect

T WP FYIN

=0
[ApacheDs 1.5.1 ilocalhos)| [ Browse... l S
Details
Nurmeric QID: 2543

Attribute names: cn, commonName

RFC2256: commaon namels) for

Descripton: which the entity is known by
Usage: userfpplications

Flags

Syntax

Syntax OID: 1.3.6.1.41.1466.115.121.1.15

Syntax Description: Directory String
Length: 32768
Matching Rules

Equality match: caselanoreMatch
Substring match: caselgnoreSubstringsMatch

Ordering match: -
» Other Matching Rules (2)

p Used as MUST (29)
) Used as MAY (4)

) Supertypes (1)

) Subtypes (0)

» Raw Schema Definition

(:) Object Classes ) Attribute Tvpes (D Matching Rules | {fj Matching Rule Use | &) Syntaxes
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The left part of the page lists the available attribute types.

The right part of the page shows the details of the selected attribute type:

Details: Shows the OID, names, description and usage of the attribute type.

Flags. Showsif the attribute type is single-valued, read-only and/or collective. Non-matching flags are
greyed-out.

Syntax: Shows the syntax OID and description and optional alength of the attribute type.
Matching Rules: Shows the equality, substring and ordering matching rules of the attribute type.
Other Matching Rules: Shows additional matching rules applicable to the attribute type.

Used as MUST: Shows object classed where this attribute type is used as MUST.

Used as MAY': Shows object classed where this attribute type isused as MAY .

Supertype: Shows the attribute type where this attribute is derived from (in other words the parent).
Subtypes: Shows attribute types derived from this attribute types (in other words the children).

Raw Schema Definition: Shows the raw value of the attribute type definition as returned from server.

2.5.4. Syntaxes

The Syntaxes page shows the syntaxes defined in schema.

(5] &3 = H
Sy’ntaj{es |:ApacheDS 1.5.1 Elocalhns] l Browse... EY ék.
Syntaxes Details

Please select a syntax. Enter a filter to restrict the MNurmeric OID: 1.3.6.1.4.1.1466.115.121.1.50

list. Descripton: Telephone Number

Flter:

+ Used from (4)
Postal Address F —

homePhone, homeTelephoneMumber

mobile, mobileTelephoneNumber
pager, pagerTelephoneNumber

telephoneNumber

Printable String
RFC2307 Boot Parameter
RFC2307 NIS Netgroup Triple

SubtreeSpecification

Supported Algorithm + Raw Schema Definition

Telephone Number (1.3.6.1.41.1466.115.121.1.50 DESC 'Telephone
Number' )

Telex Mumber =3

{(2) Object Classes | ¢y Attribute Types | () Matching Rules | {Tj Matching Rule Use | £} Syntaxes

The left part of the page lists the available syntaxes.

Theright part of the page shows the details of the selected syntax:
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* Details: Showsthe OID description of the syntax.

» Used from: Shows attribute types using this syntax.

» Raw Schema Definition: Shows the raw value of the syntax definition as returned from server.

2.5.5. Matching Rules

The Matching Rules page shows the matching rules defined in schema.

B e3

Matching Rules

Matching Rules

Please select a matching rule. Enter a filter to

restrict the list.

Flter:

integerMatch
integerOrderingMatch
numericstringMatch
numericstringOrderingMatch
numericstringSubstringsMatch
objectidentifierfirstComponentMatch
ohjectidentifierMatch
octetStringMatch
octetStringOrderingMatch
octetStringSubstringsMatch
telephoneNumberMatch
telephoneNumberSubstringsMatch

uniqueMemberMatch

[ApacheDs 1.5.1 (localhos| [ Browse... B &P

Details

Mumeric QID: 2.5.13.20

Matching rule names: telephoneNumberMatch

Descripton: -

Flags

Syntax

Syntax OID: 1.3.6.1.4.1.1466.115.121.1.50

Syntax Description: Telephone Mumber
+ Used from (4)

homePhone, homeTelephoneNumber

mobile, mohileTelephoneNumber
pager, pagerTelephoneNumber
telephoneMumber

+ Raw Schema Definition

J 2.5.13.20 NAME ‘telephoneNumberMatch’ SYNTAX
.3.6.1.4.1.1466.115.121.1.50 )

=

(s} Object Classes | {§ Attribute Tvpes (D) Matching Rules (T Matching Rule Use| &) Syntaxes

The left part of the page lists the available matching rules.

Theright part of the page shows the details of the selected matching rule:

* Details: Shows the OID, name and description of the matching rule.

» Syntax: Shows the syntax OID and description of the matching rule.

2.5.6. Matching Rule Use

Used from: Shows attribute types using this matching rule.

The Matching Rule Use page shows the matching rule uses defined in schema.

(<1

Raw Schema Definition: Shows the raw value of the matching rule definition as returned from server.
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's| i

Matching Rule Use

Matching Rule Use

Please select a matching rule. Enter a filter to

restrict the list.
Flter:
integerBitOrMatch
integerfirstComponentMatch
integermMatch
numericstringMatch
objectidentifierfrstComponentMatch
objectidentifierMatch
octetStringMatch
presentationAddressMatch
protocolinformationMatch
telephoneMumbermMatch

uniqueMemberMatch

[v]

|.ApacheDS 151 I:Incalhns] [ Browse... EY S

-

Details

Nurmeric OID: 251320

Matching rule names: telephoneMumberMatch

Descripton: -

Flags

= Applies (4)

pager, pagerTelephoneMumber
mobile, mobileTelephoneMumber
homePhone, homeTelephoneMumber

telephonehumber

=+ Raw Schema Definition

[ 2.5.13.20 NAME 'telephoneMumberMatch' APPLIES
[ pager $ mobile $ homePhone §
telephoneMNumber ) )

() Object Classes | §§ Attribute Types | () Matching Rules | (b Matching Rule Use | ) Syntaxes

The left part of the page lists the available matching rule use descriptions.

Theright part of the page shows the details of the selected matching rule use:

 Details: Showsthe OID, namees and description of the matching rules.

» Applies: Shows attribute types this matching rule appliesto.

» Raw SchemaDefinition: Showstheraw value of the matching rule use definition asreturned from server.

2.6. Modification Logs view

The Modification Logs view shows all sucessful and failed modifications.

Concept

All modify operations are logged to alogfile in LDIF format. Additionally the result (OK or ERROR) is
prepended as L DIF comment to every log record.

Example log of a sucessfully performed modification:

# RESULT OK

#! CONNECTI ON | dap: // 1 ocal host : 389
#! DATE 2006- 11-04T21: 32: 40. 134
dn: cn=Ted GCei sel, ou=Peopl e, 0=JNDI Tut ori al

changetype: nodify
add: i l
mai | : Ted. Gei sel @NDI Tutorial.com
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Example log of afailed modification:
#! RESULT ERROR
#! CONNECTI ON | dap: / /1 ocal host

: 389

#! DATE 2006- 11- 04T21: 33: 05. 739
#! ERROR [ LDAP: error code 20 - nodi fy/add: mail: val ue #0 al ready exi st s]
dn: cn=Ted Cei sel, ou=Peopl e, 0=JNDI Tut ori al

changetype: nodify
add: nmai l
mai | : Ted. Gei sel @NDI Tut ori al

.com

The modification logging mechanism works with logfile rotation. By default 10 logfiles each with 100K B

per connection are used, you may change these settingsin the Modification Logs preferences .

Example screenshot

g x
#IRESULT 0K

# | CONMECTION Ldap://localhost:389

#IDATE Z008- 10-04T21:32:40. 134

dn: cn=Ted Geisel,ou=People, 0=JNDITutorial

changetype:
add: mail

mail: Ted.Geilsel@NDITutorial.com

# 1 RESULT ERRCOR

#1 CONNECTION ldap://localhost:389

#IDATE 2008- 10-04T21:33:05.739

#1ERROR [LDAP: error code 20 - modify/add: mail: value #0 already exists]

dn: cn=Ted Geisel, ou=People, o=JNDITutorial

changetype:
add: mail

mall: Ted.Geisel@INDITutorial.com

Kl

[+

(4]

Toolbar
Icon Action Description
% Clear Clears the current modification logfile.
o Refresh Rel oads the current modification logfile.
i Older L oads an older modification logfile.
4 Newer Loads a newer modification logfile.
(%] Export Modification Logs... | Exports the modification logsto afile.

Drop Down Menu

The drop down menu contains the following items:
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« Enable Modification Logs: Enables/Disables the modification logs.

 Preferences...: Opensthe Modification Logs preferences dialog.

2.7. Search Logs view

The Search Logs view shows al search requests and optionally all received search result entries.

Concept
All search requests are logged in LDIF to alodfile, it consists of three parts:

» Theinitial SEARCH REQUEST record. It containsall search request parameterslike searchfilter, scope
and requested attributes. It al so contains the command line argument that could be used to send the same
reguest using the Idapsearch command line tool.

» Optiona multiple SEARCH RESULT ENTRY records, one for each received entry.
» Thefina SEARCH RESULT DONE record. It contains the number of received entries.

Each part contains a unique number that helps to put together all parts for a specific request in case that
there are multiple requestsin parallél.

Example log of a SEARCH REQUEST record:

#! SEARCH REQUEST (112) X

#! CONNECTI ON | dap://1 ocal host: 10389
#! DATE 2008-08-26T16: 31: 59. 271

# LDAP URL : | dap: / /1 ocal host : 10389/ dc=exanpl e, dc=conf?
obj ect d ass, cn, descri pti on?one?( obj ect G ass=*)
# command line : |ldapsearch -H |Idap://localhost:10389 -x -D

"ui d=adni n, ou=system' -W-b "dc=exanpl e, dc=cont' -s one -a al ways -z 1000
"(objectd ass=*)" "objectC ass" "cn" "description"

baseCbj ect : dc=exanpl e, dc=com

scope : singleLevel (1)

deref Ali ases : deref Always (3)

sizeLimt : 1000

timeLimt : O

typesOnly : Fal se

filter : (objectd ass=*)

attributes : objectC ass cn description

HHHHHHH R

Examplelog of a SEARCH RESULT ENTRY record:
#! SEARCH RESULT ENTRY (112) K

#! CONNECTI ON | dap://1 ocal host: 10389
#! DATE 2008-08-26T16: 31: 59. 272

dn: cn=test, dc=exanpl e, dc=com

obj ect Cl ass: person

objectC ass: top

cn: test

Example log of a SEARCH RESULT DONE record:
#! SEARCH RESULT DONE (112) K

#! CONNECTI ON | dap://1 ocal host: 10389
#! DATE 2008-08-26T16: 31: 59. 273

# nunkEntries : 1
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The search logging mechanism works with logfile rotation. By default 10 logfiles each with 100KB per
connection are used, you may change these settingsin the Search Logs preferences

Example screenshot

£ Modification Logs | ! Search Logs 2 L]

7
=
4
i
[ O

#!SEARCH REQUEST (112) OK

#! CONNECTION Lldap ocalhost: 10389

#|DATE 2008-0B-26T16:3

# LDAP URL : ldap o
command line : ldapsearch -H ldap
baseCbject : dc=example,dc=com
scope : singleLevel (1)
derefAliases : derefAlways (3]

#
#
#
#
# sizelLimit HaRololo]
#
#
#
#

=com?objectClass,cn,description?one? (objectClass=*)
-x -D "uid=admin,ou=system" -W -b "dc=example,dc=com"

timelimit : 0
typesOnly : False
filter :

attributes

bjectClass=*)
objectClass cn description

#1 SEARCH RESULT ENTRY (112) OK —
#! CONNECTION Lldap alhost: 10389
#1DATE 2008-08-26T16:31:59.272

dn: cn=test,dc=example,dc=com
objectClass: person

objectClass: top

cn: test =

#1 SEARCH RESULT DONE (112) OK

#! CONNECTION ldap://localhost: 10389
#|DATE 2008-08- 131:58.273

# numEntries : 1

(4]

| [+)

Toolbar

Icon Action Description

% Clear Clears the current search logdfile.
Refresh Reloads the current search logfile.

Older Loads an older search logfile.

|| %

Newer Loads a newer search logfile.

Export Search Logs... Exports the search logs to afile.

C.

Drop Down Menu
The drop down menu contains the following items:
» Enable Search Reguest Logs. Enables/Disables the search request and search result done logs.

» Enable Search Result Entry Logs: Enables/Disables the search result entry logs. Note: Y ou should only
activate this options for debug reasons, otherwise your logfile will overfill very fast.

 Preferences...: Opensthe Search Logs preferences diaog.

2.8. Progress view

Long-running operations, especially every accessto directories, are executed in background. The Progress
view shows such pending operations.
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= x % ~ =0
@ Read Subentries

I ]
Reading entry ...d 1733 entries

To cancel along-running operation press the stop button.

3. Wizards and dialogs

3.1. New Connection wizard

Thiswizard helps you to create a new connection to a LDAP directory.
To start the wizard choose one of the following options:

* |nthe Connections view select the = New Connection... button or select New Connection... from the
context menu.

* Inthe Workbench window'stoolbar, activate the drop-down menu on the New Wizard button and select
LDAP Connection

* Inthe Workbench menu bar select File > New > LDAP Connection .
The creation of anew LDAP connection is a four-step process:

1. Define network parameters.

2. Define authentication parameters.

3. Define additional browser options (optional).

4. Define additional edit options (optional).

The first page alows you to enter a connnection name and the network parameters.
New LDAP Co actio
Network Parameter
Please enter connection name and network parameters.
LDAP
Connection name: |Ioca|host
Network Parameter
Hostname: |Ioca|host
Port: |10389
Encryption method: | No encryption i
Check Metwork Parameter
@ Next = Cancel
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Page 2

Option Description Default

Connection name The name of the connection. In the Connections|empty
view the connection is listed with this name. The
name must be unique.

Hostname The hostname or IP address of the LDAP server.|empty
A history of recently used hostnames is available
through the drop-down list.

Port The port of the LDAP server. The default port for| 389

non-encyrpted connections is 389. The default port
for Idaps.// connectionsis 636. A history of recently
used ports is available through the drop-down list.

Encryption method

The encryption to use. Possible values are 'No
encrypton', 'ldaps://' and 'StartTL S extension'.

No encryption

Check network |Use this function if you want validate that the|-
parameter entered information is correct and the server is
reachable.

On the second page you could specify the authentication parameters.

Authentication
Please select an authentification method and input authentification data. LDAP
el
Authentication Method
Simple Authentication LV
Authentication Parameter
Bind DN or user: |uid=admin.ou=system ~
Bind password: |......
] Save password Check Authentication
» SASL Settings
» Kerberos Settings
@ < Back Next = Cancel Finish
Option Description Default

Authentication Method

Select your authentication method between:

¢ Anonymous Authentication: connects to the
directory without authentication.

e Simple Authentication:; uses simple
authentication using abind DN and password, the
credentials are transmitted in clear-text over the
network.

Simple Authentication

52




Tools

Option Description

Default

¢ CRAM-MD5 (SASL): authenticates to
the directory using a challenge-response
authentication mechanism, the credentials are not
transmitted in clear-text over the network.

¢ DIGEST-MD5 (SASL): another challenge-
response authentication mechanism, additionally
you could define your realm and QoP parameters.

* GSSAPI (Kerberos): users Kerberos based
authentication, additional parameters could be
defined.

Bind DN or user The distinguished name or user ID used to bind.
Previously entered DNs could be selected from

drop-down list.

empty

Bind Password The password used to bind.

empty

If checked the password will be saved in
configuration. If not checked you have to enter
the password whenever you connect to the server.
Warning: The password is saved as plain text!

Save password

checked

Check Authentication  |Usethisfunctionif youwant to attempt aconnection
plusabind to the host upon completion of thewizard

to validate that the entered information is correct.

Additional authentication parameters for SASL and Kerberos:

~ SASL Settings
SASL Realm:
Quality of Protection: | Authentication only
Protection Strength: | High
Mutual Authentication

+ Kerberos Settings
Kerberos Credential Configuration

(®) Use native TGT
Obtain TGT from KDC (provide username and password)

Kerberos Configuration

(®) Use native systern configuration
Use configuration file:
Use following configuration: Kerberos Realm:

KDC Host:

KDC Port:
Option Description Default
SASL Redm The SASL Relam used to bind, only applicaple if |empty

DIGEST-MDS5 is choosen.

Quality of Protection The QoP to use: authentication only, with integrity

protection, and with privacy protection

Authentication only

Protection Strength The protection strength to use

High
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Option Description Default
Mutua Authentication |If checked mutual authentication isused, that means| unchecked
the server has to authenticate itself to the client. If
unchecked only the client authenticates itself to the
SErver.
Use native TGT If checked the native credential cache is used, thus|checked
no additional authentication is necessary. Note that
on Windows systems that requires a modification of
the registry.
Object TGT from KDC |If checked a new TGT is obtained from the KDC. | unchecked
Username and password must be provided.
Use native  system|If checked the native Kerberos configurationisused|checked
configuration (e.g. /etc/krb5.conf).
Use configuration file  |If checked a custom configuration file could be|unchecked
used.
Use following|If checked the Kerberos configuration parameters|unchecked
configuration (realm, host, port) could be set in the dial og.
On the third page you could enter additional browser options .
i [= [) O 0
Browser Options
“ou can specify additional parameters for browsing the directory
LDAP
Base DN
(o] Get base DNs from Root DSE Fetch Base DNs
Base DN:
Limits Aliases Dereferencing, Referrals Handling
Count Limit: 1000| [« Fnding Base DN (@ Follow Referrals manually
Time Limit (s): |0 | [+ Search () Follow Referrals automatically
(") lgnore Referrals
Controls
"] Use ManageDsalT control while browsing
") Fetch subentries while browsing (requires additional search reguest)
] Paged Search
Features
|| Fetch operational attributes while browsing
@ < Back Next = Cancel Fnish
Option Description Default
Get base DNs from Root|If checked the base DNs are fetched from|checked

DSE

namingContexts attribute of the Root DSE.
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Option

Description

Default

Fetch Base DNs

Use this function to get the namingContext values
from the Root DSE. The returned valueswill appear
in the 'Base DN' drop-down list.

Base DN

The base DN to use. Y ou may enter a DN manually
or you may select one from the drop-down list. This
field is only enabled if the option 'Get base DNs
from root DSE' is off.

empty

Count Limit

Maximum number of entries returned from server
when browsing the directory, it is also used as
default value when searching the directory. A value
of 0 means no count limit. Note that this valueis a
client-side value, its possible that also a server-side
limit is used.

1000

Time Limit

The maximum time in seconds the server searches
for results. This is used as default value when
browsing or searching the directory. A value of O
means no limit. Note that this value is a client-side
value, its possible that also a server-side limit is
used.

0

Alias Dereferencing

Specifies whether aliases should be dereferenced
while finding the search base entry or when
performing the search or both. To manage (create,
modify, delete) alias objects you have to uncheck
both options.

Both finding and

searching

Referrals Handling

Specifies the referral handling.

e Follow Referrals manually: Received referrals
and search continuations are just displayed in the
Browser. As soon as you open or expand such
an search continuation the search is continued.
You are asked which connection you want to
use to follow a specific referral URL, this way
you have full control regarding encryption and
authentication options when following referrals.

» Follow Referralsautomatically: Followsreferrals
and search continuations immediately if they are
received from the directory server. Y ou are asked
which connection you want to use to follow a
specific referral URL, this way you have full
control regarding encryption and authentication
options when following referrals.

e Ignore Referrals. Any referral or search
continuation received from the directory server
is silently ignored. No error is logged, no dialog
appears, no special entry isdisplayed inthe DIT,
no ManageDsal T control is sent to the server.

Follow
manually

Referrals

Use ManageDsal T
control while browsing

If enabled the ManageDsalT control is sent to

the server in each request. This signals the

unchecked
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Page 4

Option Description Default
directory server to not send referrals and search
continuations, but return the special referral objects.

Thisonly works if the directory server supports the
ManageDsal T control.

Fetch subentries while|lf enabled enabled both, norma and subentries|unchecked

browsing according to RFC 3672 are fetched. This causes
additional search reguests while browsing the
directory.

Paged Search If enabled the simple paged result control is used|unchecked
whilebrowsing thedirectory. With the pagesizeyou
could define how many entries should be retrieved
in one request. If Scroll Mode is enabled only
one page is fetched from the server at once while
browsing, you could 'scroll' through the pages by
using the 'next page' and 'top page' items. If disabled
all entries are fetched from the server, the paged
result control is only used in background to avoid
server-side limits.

Fetch operational | If enabled enabled both, user attributes and|unchecked

attributes while browsing| operational attributes are retrieved while browsing.
If the server supports the feature 'All Operational
Attributes then a'+' is used to retrieve operational
attributes, otherwise all operationa attributes
defined in the schema are requested.

On the fourth page you could enter additional edit options.

B VAP 0 0

Edit Options

You can specify additional parameters for editing entries. LDAP
Entry Modifcation
Modify Mode: Optimized Modify Operations '
Modify Mode (no equality matching rule): | Optimized Modify Operations £
Modify Order: DELETE Arst '
@ < Back Cancel Fnish

Option Description Default

Modify Mode Specify the modify mode for attributes with an|Optimized Modify
equality matching rule. Description of options: Operations

¢ Optimized Modify Operations: uses add/delete
by default, uses replace if operation count isless
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Option Description Default

e Always REPLACE: aways uses replace
operations to perform entry modifications

¢ Always ADD/DELETE: always uses add and/or
delete operations to perform entry modifications

Modify ~ Mode  (no|Specify the modify mode for attributes with *no* | Optimized Modify
equality matching rule) |equality matching rule. Description of options: Operations

e Optimized Modify Operations: uses add/delete
by default, uses replace if operation count isless

e Always REPLACE: aways uses replace
operations to perform entry modifications

» Always ADD/DELETE: always uses add and/or
delete operations to perform entry modifications

Recommended values for various LDAP servers;

e ApacheDS: Optimized Modify Operations or
REPLACE

* OpenLDAP: REPLACE

e OpenDS / SunDSEE: Optimized Modify
Operations or REPLACE

e FedoraDS / 389DS. Optimized Modify
Operations (missing equality matching rules for
many standard attribute types)

» Active Directory: Optimized Modify Operations
(exposes no equality matching rules at all)

e eDirectory: Optimized Modify Operations
(exposes no equality matching rules at all)

Modify Order Specify the modify order when using add and delete| Delete first
operations.

3.2. New Entry wizard

Thiswizard helps you to create a new entry.
To start the wizard choose one of the following options:

* Inthe LDAP Browser view select an entry or search result or bookmark. Then choose &5 New > New
Entry... from context menu.

* Inthe Workbench window'stoolbar, activate the drop-down menu on the New Wizard button and select
LDAP Entry

* Inthe Workbench menu bar select File> New > LDAP Entry .

The creation of anew LDAP entry is afour-step process:
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1. Select entry creation method.
2. Specify object classes of the new entry.
3. Specifiy the distinguished name of the new entry.

4. Enter attributes and values of the new entry.
Page 1

First you have to select the entry creation method.

Entry Creation Method —17

Please select the entry creation methad.

(") Create entry from scratch

(®) Use existing entry as template

cn=Horatio Nelson,ou=people, o=sevenseas w @ Erowse...

@ | Next = | Cancel

With the option Create entry from scratch you could create a the new entry from scratch. All object
classes and attributes have to be specified in the wizard.

Theoption Useexisting entry astemplate allowsyou to use an existing entry with its object classesand
attributes as template. The entry used as template could be specified in the input field:

» By default the DN of entry that was selected when the wizard has been started is used as template entry.

Y ou could manually edit the DN of the templayte entry.

Y ou could choose a previously used DN from drop-down list.

» By clicking Browse.... you could open a dialog to select the DN of the template entry.
Page 2

On the second page you have to choose the object classes of the new entry.
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Object Classes
ohject class.

Available object classes

| |

(@ accessControlSubentry
@ account

@ alias

G‘E apacheCatalogEntry
G‘E apacheFactoryConfigurati

@ apacheSubschema

G‘S applicationEntity

G‘E applicationProcess

@ certificationAuthority
@ certificationAuthority2
¢ changeLogEvent

= 1%

G‘E apacheServiceConfigurati

@ collectiveattribute Subentr]

I ———

Add

Remove

Please select object classes of the entry Select at least one structural

=

Selected object classes

G‘E inetOrgPerson
G‘; organizationalPerson
@ person

@} top

< Back

Next =

Cancel |

The list Available object classes on the left side lists the object classes provided from schema of the
current connection. Thelist Selected object classeslists the object classes of the new entry. To add object
classed to the "selected” list select some in the "available" list and click the Add button. You could also
double-click an object classin the "available" list. To remove object classed from the "selected" list select
some in the "selected” list and click the Remove button. Y ou could also double-click an object classin

the "selected” list.

On the third page you have to define the distinguished name of the new entry.

Distinguished Name S
Please select the parent of the new entry and enter the RDN.

Parent: |ou=peop|e,o=sevenseas | s | | @| | EBrowse... |
o [a [ ] = fomesros ][+ |

DN Preview: |cn=James Hook,ou=people,o=sevenseas |

< Back

Next =

Cancel |

The parent of the new entry could be specified in the input field:

* If you choosed the "from scratch" method the DN of entry that was selected when the wizard has been
started is used by default. If you choosed the "template" method the parent of the template entry is used

by default.
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* You could manually edit the parent DN.
* You could choose a previously used DN from drop-down list.
» By clicking Browse.... you could open a dialog to select the parent DN.

To specify the RDN select an attribute from the drop-down list and enter the value. If you choosed
the "template” method the RDN is preset with the RDN of the template entry. The wizard also support
multivalued RDNs. With the + and - buttons you can add and remove name-value pairs.

The DN preview field shows a preview of the DN.

When clicking to Next the wizard checksif an entry with the specified DN aready exists. In that case you
have to change the DN of the new entry.

Page 4

On the fourth page you have to define the attributes of the new entry.

Attributes =
Please enter the attributes for the entry Enter at least the MUST :
attributes.

DN: cn=]ames Hook,ou=people, o=sevenseas = = 4 ;«'=::> =
Attribute Description Walue
< objectClass (4 values)
objectClass inetOrgPerson (structural)
objectClass organizationalPerson (structural)
objectClass person (structural)
objectClass top (abstract)
cn James Hook
sn Hook
description A pirate captain and Peter Pan's nemesis
givenMame James
mail jhook@royalnawvy mod. uk
uid jhook
userPassword SHA hashed password
@ < Back Cancel | Fnish |

Thelayout and features are similar to the Entry editor. Y ou could add, edit or del ete attributes and val ues.

If you have choosed the "template" method all attributes of the template entry are already filled in the new
entry. Otherwise only the selected object classes and the RDN attribute are filled.

Assoon asall MUST attributes are filled the Finish button is activated. When clicking the button the new
entry will be created in directory.

3.3. New Context Entry wizard

Thiswizard helps you to create a new context entry.

To start the wizard choose one of the following options:
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* Inthe LDAP Browser view select an entry or search result or bookmark. Then choose = New -> New
Context Entry... from context menu.

* Inthe Workbench window'stoolbar, activate the drop-down menu on the New Wizard button and select
LDAP Context Entry

* Inthe Workbench menu bar select File> New > LDAP Context Entry .
The creation of anew LDAP entry is afour-step process:

1. Select entry creation method.

2. Specify object classes of the new context entry.

3. Specifiy the distinguished name of the new context entry.

4. Enter attributes and values of the new context entry.
Page 1

Thispageisidentical to the New Entry wizard.
Page 2

This pageisidentical to the New Entry wizard.
Page 3

On the third page you have to define the distinguished name of the new entry.

] EwCeT -I.“.—"I“.—gi
Distinguished Name __A_’

Please enter the DN of the context entry

de=example, de=com | ~|

ou=system
de=example, dc=com
o=sevenseas

ou=schema

@ < Back Next = Cancel

The distinguished name the new context entry could be specified in the input field. The drop-down list
provides all available values from the Root DSE namingContexts attribute.

Page 4

Thispageisidentical to the New Entry wizard.

3.4. Edit Entry wizard

This wizard helps you to edit an entry offline. You could make multiple modifications, when finishing
the wizard all your modifications are sent to the directory in one request. Thiswizard is especialy helpful
when adding additional object classes which require additional attributes.
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Page 1

Page 2

To start the wizard choose Edit Entry... from the Entry editor's context menu or use the F8 shortcut.

Thewizard is also the default value editor for the objectClass attribute, so you could also start the wizard
by editing the objectClass attribute.

Editing the LDAP entry is a two-step process:
1. Specify object classes of the entry.

2. Edit attributes and values of the entry.

On thefirst page you could change the object classes of the entry.

[ e Bty

Iy

Object Classes P
Please select object classes of the entry Select at least one structural

ohject class.

Available object classes Selected object classes
i‘| | |§| Et inetorgPerson
GE_, organizationalPerson
(@ accessControlSubentry @ person
@ account H @} top
@ alias

GE apacheCatalogEntry

GE_, apacheFactoryConfigurati
GE apacheServiceConfigurati | Add |
@ apacheSubschema |

GE applicationEntity

GE_, applicationProcess

@ certificationAuthority
@ certificationAuthority2
¢ changeLogEvent

Remove |

@ collectiveattribute Subent [~

T E|

) < Back | Next = | | Cancel |

The list Available object classes on the left side lists the object classes provided from schema of the
current connection. The list Selected object classes lists the object classes of the entry. To add object
classed to the "selected” list select some in the "available" list and click the Add button. You could also
double-click an object classin the"available" list. To remove object classed from the "selected” list select
some in the "selected” list and click the Remove button. Y ou could also double-click an object classin
the "selected” list.

On the second page you could change the attributes of the entry.
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hadi e A (6]

PN

Attributes .
Please enter the attributes for the entry Enter at least the MUST L t
attributes.

DN: cn=]ames Hook,ou=people, o=sevenseas = = 4 ;«'=::> =
Attribute Description Walue
< objectClass (4 values)
objectClass inetOrgPerson (structural)
objectClass organizationalPerson (structural)
objectClass person (structural)
objectClass top (abstract)
cn James Hook
sn Hook
description A pirate captain and Peter Pan's nemesis
givenMame James
mail jhook@royalnawvy mod. uk
uid jhook
userPassword SHA hashed password
@ |W| | Cancel | | Fnish |

Thelayout and features are similar to the Entry editor. Y ou could add, edit or delete attributes and values.

As soon as al MUST attributes are filled the Finish button is activated. When clicking the button all

modifications will be sent to to the direcrory.

3.5. Attribute wizard

The Attribute wizard is used to create an attribute or to edit the attribute description of an existing attribute.

To create a new attribute select the = New Attribute..

. button in the Entry editor's tool bar or select New

Attribute... from the Entry editor's context menu or hit Shift-Strg-+.

To edit the attribute description select an attribute in the Entry editor and select Edit Attribute Description

from context menu or use the F6 shortcut.

Page 1

On thefirst page you have to enter the attribute type.

Attribute Type

Please enter or select the attribute type

Attribute Type [des(rlptmn

[ Show subschema attributes only

[ Hide existing attributes

Preview: [des(rlptmn

Next = ] I Bnish ] [ Cancel
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Option Description Default

Attribute type The attribute type. Enter the Empty in New Attribute wizard,
attribute type into the input field|filledin Edit Attribute Description
or select one from drop-down-list. |wizard.

Show subschema attributesonly |If checked the drop-down list|Checked
containsonly attributes suitable to

the entry's subschema.

Hide existing attributes If checked the drop-down list|Checkedin New Attributewizard,
contains only attributes not yet|unchecked in Edit Attribute
assigned to the entry. Description wizard.

Preview Shows a preview of the attribute|-
description.

Page 2
On the second page you could specify options.
= TEWOALTTI DTy =)
Options
Optionally you may specify options (e.g. language tags).
Language Tags
lang- |Ja E] o |JP E]
Other Options
| |
[] binary option
Preview: \descr\ntmn:lang-ja-JP
[ Bnish ] [ Cancel
Option Description
Language tags To provide language-specifc attributes you could use language tags if
supported by the directory. Enter a language code and optionally a country
codeinto theinput fields or select values from drop-down lists. With the + and
- buttons you could add and remove tags.

Other options If needed you may enter specific options. With the + and - buttons you could

add and remove options.

Binary option If checked the binary option is added to attribute description.

Preview Shows a preview of the attribute description.

3.6. Search dialog

In the LDAP Search page you can specify search parameters to query a directory. It isintegrated within
the Eclipse search dialog.

To start the LDAP Search page the following procedure is recommended:

1. Select aentry, search, attribute or value in the LDAP Browser view, in the Entry editor or in the Search
Result editor.
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2. Then choose +" New Search... from context menu or use the shortcut Ctrl-H or pressthe +" Search
button in the Workbench toolbar.

W

LEAp

“ LDAP Search |Gg'5chema Editor Search

Search Name: |Some People| |
Connection; |Ioca|host | | Browse... |
Search Base: |ou=peop|e.o=sevenseas | [@| | EBrowse... |
Flter: |[cn=H*] | w | | Flter Editor... |
Returning Attributes: |cn. rail, description | ~ |
Controls

[ ManageDsalT

| Subentries

") Paged Search

Scope Limits

() DObject Count Limit: |1000 |
(® One Level Time Limit (s): |0 |
() Subtree

Aliases Dereferencing Referrals Handling

(¥ Finding Base DM (®) Follow Referrals manually

[/ Search () Follow Referrals automatically

() lgnore Referrals

@ Customize... Cancel | | Search
Option Description Default
Search Name A meaningful name of the search. With this name the search| Current timestamp
islisted in the Searches category.
Connection The connection to search on. Use the Browse... button to *)
select a connection.
Search Base The base DN of the search. Y ou could edit the DN or select a *)

recently used DN from drop-down list or click to Browse....
to open the DN Selector dialog.

Filter Enter avalid LDAP search filter. The drop-down list provides *)
ahistory of recently used filters. A click to the Filter Editor
button opens the Filter Editor dialog , it aso explains how the

content assistance works.
Returning A comma-separated list of attributes that should be returned|” )
Attributes and displayed in the Search Result editor. Hit Strg-Space to

get content assistance. The drop-down list provides a history
of recently used attributes.

ManageDsal T If checked the ManageDsal T control is sent to the server. unchecked
Subentries If checked the Subentries control (RFC 3672) is sent to the|unchecked
server.
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Option Description Default

Paged Search If checked the simple paged result control is sent to the server. | unchecked
With the page size you could define how many entries should
be retrieved in one request. If Scroll Mode is enabled only
one page is fetched from the server at once, you could 'scroll’
through the pages by using the 'next page' and 'top page’ items.
If disabled all entries are fetched from the server, the paged
result control is only used in background to avoid server-side
limits.

Scope The search scope. Object searches on the base DN only *)
(compare); One L evel searches the direct children of the base
DN; Subtree searches the base DN an all its descendants.

Count Limit The maximum number of entries the server should return, *)
value 0 means no limit. Note that this value is a client-side
limit, its possible that also a server-side limit is used.

Time Limit The maximum timein seconds the server should search. Value|” )
0 means no limit. Note that thisvalueis a client-side value, its
possible that also a server-side limit is used.

Alias Specifieswhether aliases should be dereferenced whilefinding : )

Dereferencing the search base entry or when performing the search or both. To
manage (create, modify, delete) aliases you have to uncheck
both options.

Referrals Handling | Specifies the referral handling. i )

» Follow Referrals manually: Received referrals and search
continuations are just displayed As soon as you open or
expand such an search continuation the search is continued.
You are asked which connection you want to use to
follow a specific referral URL, this way you have full
control regarding encryption and authentication options
when following referrals.

* Follow Referrals automatically: Follows referras and
search continuations immediately if they are received from
the directory server. You are asked which connection you
want to use to follow a specific referral URL, this way you
have full control regarding encryption and authentication
options when following referrals.

e Ignore Referrals. Any referral or search continuation
received from the directory server is silently ignored. No
error is logged, no dialog appears, no specia entry is
displayed, no ManageDsal T control is sent to the server.

’ ) The default values depends on the element that was selected when the wizard has been started:
» Search: All search parameters are taken from the selected search
 Entry, search result or bookmark:

« Connection: the connection behind the entry

» Search Base: the entry's DN
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Filter: (objectClass=*)

Returning Attributes: -
e Scope: One Level
« Limits, aliases and referral handling are taken from the entry's connection
* Attribte and/or values:
« Connection: the connection behind attribute's entry
 Search Base: the DN of the attribute's entry
« Filter: Thefilter is build from the selected attributes and values (Query by example)
* Returning Attributes: -
» Scope: One Level

« Limits, aliases and referral handling are taken from connection behind attribute's entry

3.7. Batch Operation wizard

Thiswizard helps you to execute a batch operation to several entries.
To start the wizard choose one of the following options:

* Inthe LDAP Browser view select an entry or search. Then choose ® New Batch Operation... from
context menu.

* Inthe Workbench window'stoolbar, activate the drop-down menu on the New Wizard button and select
® LDAP Batch Operation

* Inthe Workbench menu bar select File > New > L DAP Batch Operation .
The execution of abatch operation is afour-step process:
1. Select entries where the batch operation should be applied to.
2. Select the operation type.
3. Specifiy the modifications.
4. Choose execution method.
Page 1

TODO..

Page 2

TODO..
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Page 3

TODO..

Page 4

TODO..

3.8. LDIF Import wizard

This wizard imports LDIF files into the directory. It supports LDIF content files as well as LDIF
modification files.

To start the wizard choose one of the following options:

* In the Connections view select a connection and choose Import > [ LDIF Import... from context
menu.

* IntheLDAP Browser view select an entry and choose Import > E.LDIF Import... from context menu.

* Inthe Workbench menu bar select File > Import... and choose Ei LDIF into LDAP .

Logging

When importing LDIF files the import operations could be logged. Every imported record is completely
written into logfile and the result (OK or ERROR) is prepended to every log record as L DIF comment.

Example log of a sucessfully imported record:

#! RESULT K

#! CONNECTI ON | dap: // 1 ocal host : 389

#! DATE 2006- 11-03T14: 12: 21. 050

dn: cn=John Fow er, ou=Test dat a, 0=JNDI Tut ori al

Example errol log:

#! RESULT ERROR

#! CONNECTI ON | dap: // 1 ocal host : 389

#! DATE 2006- 11-03T14: 12: 21. 050

#! ERROR [LDAP: error code 21 - tel ephoneNunber: value #0 invalid per
synt ax]

dn: cn=John Fow er, ou=Test dat a, 0=JNDI Tut ori al
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The wizard

= IDTImport: =

LDIF Import

Please select a connection and the LDIF to import LDIE
 S——— “

LDIF file | thome/stefan/Daocurnents/ELBEAmp/test. Idif E][ Erowse... l

Import into: ‘Iocalhust | ‘ Browse... |

Logging
[ Enable logging
(@) Use default logfile
() Use custom logfile
[ Overwrite existing logfile
@ Continue on error
Bnish ] [ Cancel

Option Description Default

LDIF file The LDIF file to import. Type in the full path or|empty
Browse... to select the path on the file system. The
drop-down list provides a history of recently used
files.

Import into The connection into which the LDIF should be| The connection that was
imported. Use the Browse... button to select a|selected when the wizard
connection. has been started.

Enable logging When checked every imported LDIF record is|on
logged into alogfile.

Use default logfile By default the extension ".log" is appended the|on
import filename.

Use custom logfile When checked you could specify a custom logfile. |off

Overwrite existing|If the default or custom logfile already exist, you|off

logfile must permit to overwrite the logfile.

Update existing entries | This options applies for LDIF content records and | of f
LDIF add records. If enabled and the entry to add
aready exists it will be updated with the attributes
defined in the LDIF record. In detail a replace
operation for each attribute is performed. Attributes
of the existing entry that are not defined inthe LDIF
record remain without modification.

Continue on error If checked the import process continues if an error | off

occurs while importing arecord. If not checked the
import process interrupts.

3.9. DSML Import wizard

Thiswizard imports DSMLV2 filesinto the directory.

To start the wizard choose one of the following options:
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menu.

menu.

In the Connections view select a connection and choose I mport >

In the LDAP Browser view select an entry and choose Import >

-,
=

=
=y

The wizard
= pSML Import )
DSML Import
Please select a connection and the DSML file to import DSML
 SE— o

DSML file:

|J’home!pajbam!Desktop!DSML-Request.xml

E]| Browse... |

Import into: |Apache DS

|[ Browse... ]

Response

[¥] Save response
(@) Use default response file

(_) Use custom response file

[] Overwrite existing response file

[ Fnish Cancel

DSML Import... from context

DSML Import... from context

In the Workbench menu bar select File > Import... and choose E.DSML into LDAP .

Option Description Default

DSML file The DSML file to import. Type in the full path or|empty
Browse... to select the path on the file system. The
drop-down list provides a history of recently used
files.

Import into The connection into which the DSML should be| The connection that was
imported. Use the Browse... button to select a|selected when the wizard
connection. has been started.

Save response When checked the response of the DSML request|on
execution is saved into aresponsefile.

Use default responsefile |By default the extension ".responsexml" is|on

appended the import filename.

Use custom responsefile

When checked you could specify a custom response
file

off

Overwrite
response file

existing

If the default or custom response file already exist,
you must permit to overwrite the response file.

off

3.10. Import Connections wizard

This wizard imports previously exported connections to the Connections view.

To start thewizard select Import > ZL Import Connections... from the context menu of the Connections

view.
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On the wizard page you have to select the source file.

Import Connections

Import connections from local file system.

|

From file: |ftmp/fconnections

e EBrowse...

Cancel Fnish

Option

Description

Default

From file

The file containing al the connections. Type in the| empty

full path or Browse.. to select the path on the
file system. The drop-down list provides a history

of recently used files.

3.11. LDIF Export wizard

Thiswizard is used to export entries to LDIF content files.

To start the wizard choose one of the following options:

* Inthe LDAP Browser view select an entry or a search and choose Export > = LDIF Export... from

context menu.

* In the Connections view select a connection and choose Export > & LDIF Export... from context

menu.

* Inthe Workbench menu bar select File > Export... and choose = LDAPtoLDIF .

Data to Export

On the Data to Export page you have to specify which entries and attributes to export.

The layout of the page is similar to the LDAP Search page . In the Returning Attributes section you
can also choose the following options:

Option

Description

Default

All user attributes

Exports all user attributes.

onif the Returning Attributesfield
is empty

Operational attributes

Exports all operational attributes.

off

LDIF File

On the LDIF File page you have to select the target LDIF file.
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= IDTEXport =
LDIF File

Please enter the target LDIF file . ﬂ‘
LDIF File: ‘IhomE,’stefanJ‘Documents,’ELBEftrﬂp,’test.\d\f E] [ Browse... l

[ Owerwrite existing LDIF file

See Text Formats for LDIF file format preferences

Fnish | [ Cancel

Option

Description Default

LDIF File

The LDIF file to export to. Type in the full path or|empty
Browse... to select the path on thefile system. The
drop-down list provides a history of recently used
files.

Overwrite existing LDIF
file

If the export file already exist, you must permit to| off
overwrite thefile.

Text Formats

Opens the Text Formats preferences where you
could modify the LDIF format.

3.12. DSML Export

wizard

Thiswizard is used to export entriesto DSMLV?2 files.

To start the wizard choose one of the following options:

* Inthe LDAP Browser view select an entry or a search and choose Export > .= DSML Export... from

context menu.

* Inthe Connections view select a connection and choose Export > = DSML Export... from context

menu.

* Inthe Workbench menu bar select File > Export... and choose = LDAPto DSML .

Data to Export

On the Data to Export page you have to specify which entries and attributes to export.

The layout of the page is similar to the LDAP Search page . In the Returning Attributes section you
can also choose the following options:

Option Description Default

All user attributes Exports all user attributes. onif the Returning Attributesfield
is empty

Operational attributes Exports all operational attributes. | off

DSML File

On the DSML File page you have to select the target DSML file.
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i |

= DSMISEXpOTL: @I‘I
DSML File
Please enter the target DSML file. DSML
g | —

DSML Fle: [fhcmefpajbameesktoprSML—Expcrt.xml E] Browse...

[] Owerwrite existing DSML file

[ Fnish J [ Cancel

Option Description Default

DSML File The DSML fileto export to. Typein the full path or|empty
Browse... to select the path on thefile system. The
drop-down list provides a history of recently used

files.
Overwrite existing| If the export file already exist, you must permit to| off
DSML file overwrite thefile.

3.13. CSV Export wizard

Thiswizard is used to export entriesto CSV files.

To start the wizard choose one of the following options:

* Inthe LDAP Browser view select an entry or a search and choose Export > & CSV Export... from
context menu.

* Inthe Connectionsview select aconnection and choose Export > CSV Export... from context menu.
* Inthe Workbench menu bar select File > Export... and choose & LDAPto CSV .
Data to Export

On the Data to Export page you have to specify which entries and attributes to export.

The layout of the page is similar to the LDAP Search page . In the Returning Attributes section you
can also choose the following option:

Option Description Default
Export DN Exports the distinguished name as first column in|on
the CSV file.
CSV File

On the CSV File page you have to select the target CSV file.
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CSVIERDOIT

[E3)

CSV File
Please enter the target CSV file

1 CSv

CSV Fle: ‘.fhome,’stefan;‘Documents,’ELEﬁEftmp,’test.:sv

E][ Browse... l

[ Owerwrite existing CSV file

See Text Formats for CSV file format preferences

Bnish Cancel

] [

Option

Description

Default

CSV File

The CSV file to export to. Type in the full path or
Browse... to select the path on thefile system. The
drop-down list provides a history of recently used

empty

files.

file

Overwrite existing CSV

If the export file already exist, you must permit to

overwrite thefile.

off

Text Formats

Opens the Text Formats preferences where you

could modify the CSV format.

3.14. Excel Export wizard

Thiswizard is used to export entries to Excel files.

To start the wizard choose one of the following options:

* Inthe LDAP Browser view select an entry or a search and choose Export > & Excel Export... from

context menu.

* In the Connections view select a connection and choose Export > {2 Excel Export... from context

menu.

* Inthe Workbench menu bar select File > Export... and choose & LDAP to Excel .

Data to Export

On the Data to Export page you have to specify which entries and attributes to export.

The layout of the page is similar to the LDAP Search page . In the Returning Attributes section you
can also choose the following option:

Option

Description

Default

Export DN

Exports the distinguished name as
first column in the Excdl file.

on

All user attributes

Exports al user attributes.

onif the Returning Attributesfield
is empty

Operational attributes

Exports al operational attributes.

off

Excel File

On the Excel File page you have to select the target Excel file.
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= EXCEITEXpOTL =

Excel File

Pl ter the t. t Excel file.
ease enter the target Excel file T
Tl

Excel Fle |,’home:‘stefam‘Documents;‘ELBEftmthest.xls E][ Browse... l

[¥] Owerwrite existing Excel file

See Text Formats for Excel file format preferences.

Warning: Excel export is memory intensive! Maximum
number of exportable entries is limited to 65000!

Fnish | [ Cancel
Option Description Default
Excel File The Excdl file to export to. Type in the full path or|empty

Browse... to select the path on thefile system. The
drop-down list provides a history of recently used

files.
Overwrite existing Excel | If the export file already exist, you must permit to| off
file overwrite thefile.
Text Formats Opens the Text Formats preferences where you|-

could modify the Excel format.

3.15. ODF Export wizard

Thiswizard is used to export entries to OpenDocument Spreadsheet files.

To start the wizard choose one of the following options:

* Inthe LDAP Browser view select an entry or a search and choose Export > !4 ODF Export... from
context menu.

* Inthe Connectionsview select aconnection and choose Export > {4 ODF Export... from context menu.

* Inthe Workbench menu bar select File > Export... and choose i LDAP to ODF .

Data to Export
On the Data to Export page you have to specify which entries and attributes to export.

The layout of the page is similar to the LDAP Search page . In the Returning Attributes section you
can also choose the following option:

Option Description Default
Export DN Exports the distinguished name as| on
first column in the ODF file.
All user attributes Exports all user attributes. onif the Returning Attributesfield
is empty
Operational attributes Exports all operational attributes. | off
ODF File

On the ODF File page you have to select the target ODF file.

75



Tools

e R (8
ODF File

Please enter the target ODF file.
ODF
k= Skl

QDF Fle: | ftmp/export. odf | Browse... |

] Owerwrite existing ODF file

See Jext Formats for ODF file format preferences.

Warning: ODF export is memory intensive! Maximum number of exportable entries is limited
to 65000!

(':J) | < Back | Cancel | | Fnish |
Option Description Default
ODF File The ODF file to export to. Type in the full path or|empty

Browse... to select the path on the file system. The
drop-down list provides a history of recently used

files.
Overwrite existing ODF|If the export file already exist, you must permit to| off
file overwrite thefile.
Text Formats Opens the Text Formats preferences where you|-

could modify the ODF format.

3.16. Connections Export wizard

Thiswizard is used to export al defined connections in the Connections view to afile.

To start thewizard select Export >4 Export Connections... from the context menu of the Connections
view.

On the wizard page you have to select the target file.

ONMNECHONEEXPOTT ) 3]
Export Connections
Define where connections should be exported. .
| ¥
1
To file: |ftmp/connections| | ~ | | Browse. .. |
[ Owerwrite existing file
@ | Cancel | | Finish
Option Description Default
Tofile The file to export al the connections to. Type in|empty
the full path or Browse... to select the path on the
file system. The drop-down list provides a history
of recently used files.
Overwrite existing file | If the export file already exist, you must permit to| off
overwrite thefile.
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3.17. Select Referral Connection dialog

The Select Referral Connection dialog is used to select the target connection of an referral. If the host
and port one of the available connection matches the host and port of the referral URL this connection is
preselected. It is also possible to create a new connection for the referral.

SeIEcCReTerTaNConnecton) =)

ase select a connection ta handle referral Idap:/flocalhost: 20385/
ou=People,o=/NDMutorial

w7
[ ApacheDs 1.5.1 (localhost]
i OpenLDAP (localhost)
L1 OPENLDAP JNDI Tutorial

3.18. Filter Editor dialog

To edit complex and nested filters you could use the filter editor dialog. It provides syntax highlighting,
content assistance and a formatter for nested filters.

B FIEER i) =)

(&
objec inetorgPer:
(1 =posixA
)

)

[ cancel | [ rormat |

Syntax coloring

Syntax coloring helps you to distinguish the different elements of an LDAP filter. The following colors

and fonts are used:

Element Color

opening and closing parenthesis black and bold
filter operator (& |!) green and bold
attribute violett

filter type red and bold
assertion value blue

Content assistance and code completion
The filter editor provides the following helpful features when editing an LDAP filter:

» Automatically adds and removes opening and closing parenthesis: just start typing the attribute or filter
operator.

 Hit Strg-Space to open alist of available code completions, press Esc to close thelist.

« Attribute completion: when typing an attribute, e.g. "tel" alist with attributes that start with the "tel"
is opened.
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@ telephoneNumber (2.5.4.20)
@ teletexTerminalidentifier (2.5.4.22)
© telextiumber (2.5.4.21)

» Object class completion: if the attribute is objectClass a list with available object classesis opened.

(objectClass=) L1
@ group0funiqueNames (2.5.6.17) E

@ groupOfURLs (2.16.840.1.113730.3.2.33)

@ ieee802Device (13.61.1.1.2.11)

@ inetorgPerson (2.16.840.1.113730.3.2.2)

@ ipHost (1.3.6.1.1.1.2.6)

@ ipNetwork (1.3.6.1.11.2.7)

» Matching rule completion: for filters with extensible matching a list with available matching rulesis
provided.

dn: ()
@ bitstringMatch (2.5.13.16)
tch (2.5.13.13)
IASMatch (13.6.1.4.1.1466.109 114 1)
IASSubstringsMatch (1.3.6.1.4.1.4203.1.2.1

(25.13.5)
xactOrderingMateh (2.5.13.6)

Formatting

In the filter editor it is possible to format complex and nested filters. The formatter isinvoked by pressing
the Format button and formats the filter the following way:

» Eachfilter item getsitsown line.
» Eachlevel of anested filter isintended according to the level.

When opening the editor thefilter isformatted automatically. When pressing OK theline breaks and white-
spaces are removed.

3.19. Rename Entry dialog

The Rename Entry dialog is used to rename an entry. In detail the relative distinguished name (RDN) is
modified by sending a modrdn operation to the directory.

To start the Rename Entry dial og select the entry you want to rename, then choose Rename... from context
menu or press F2.

Note 1: Some directories don't support renaming whole trees but only renaming of leaf entries. In that
case you are ask if you want to simulate the rename operation, thisis done by copying the whole tree and
deleting the old tree afterwards.

Note 2: It is not possible to rename the Root DSE.

= HEMaTETENLIY @
Please enter the new RDN of the selected entry.
RDN: |_cn E] = |S User |
RDN Preview: [cn=5. User |
oK ‘ [ Cancel ]
Option Description Default
RDN The new RDN of the entry. The drop-down list on|Current attribute type
the left side contains possible attribute types. The|and vaue
input field on the right side contains the attribute
value.
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Option Description Default

+ Adds anew name-value pair to RDN -

- Removes a name-value pair from RDN -

RDN Preview Shows a preview of the new RDN Current RDN

3.20. Move Entries dialog

The Move Entries dialog is used to move entries to another parent.

To start the Move Entries dialog select the entries you want to move, then choose Move... from context
menu.

Note 1: Some directories don't support moving whole trees but only moving of leaf entries. In that case
you are ask if you want to simul ate the move operation, thisis done by copying the whole tree and deleting
the old tree afterwards.

Note 2: It is not possible to move the root DSE.

- [ Entrit
Please enter/select the parent DN the selected entries should be moved to
Parent: |ou=People,o=]ND(Tutorial E] I Browse ]
oK { l Cancel ]
Option Description Default
Parent Thenew parent of theentries. Y ou could edit the DN | The current parent
or select arecently used DN from drop-down list or
click to Browse.... to openthe DN Selector dialog.

3.21. Go to DN dialog

The Goto DN dialog is used find an entry in the DIT by its distinguished name.

To start the Go to DN dialog choose Go to DN... from context menul.

Please enter the DN you want to go to.

ou=users,ou=system ~ @ Browse...

Cancel

Enter the DN of the entry into the input field and press OK.

3.22. Certificate Trust dialog

The Certificate Trust dialog pops up if a secure connection (Idaps or StartTLS) is established and the
validation of the server's certificate failed.
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Cernncate rust

'localhost’ uses an invalid certificate:
- The certificate is self-signed

- The server's host name doesn't match the certificate's host name

Please examine the certificate and choose if you trust it:

(®) Don't trust this certificate.
() Trust this certificate for this session.

() Always trust this certificate.

X

Wiew Certi

ficate... | | oK

Option

Description

Dont't trust this certificate.

If you don't trust the certificate choose this option, the connection
won't be established

Trust this certificate for this
session.

The certificate is only valid within this session and added to
the temporary certificate store. After a restart of Studio you are
asked again You could see all temporary trusted certificates in the
Certificate Validation preferences.

Alwaystrust this certificate.

The certificate is permanently valid and added to the permanent
certificate store. You could see al permanent trusted certificates in
the Certificate Validation preferences

View Certificate...

Opens the Certificate Viewer dialog, where you could examine the
certificate.

General |Detai|s

Certificate Viewer =

Issued To
Common name (CN): ApacheDs
Organization (0): ASF

Organizational unit (OU): Directory

Serial number: 12481508b7d
Issued By

Common name (CN): ApacheDs
Organization (0): ASF

Organizational unit (OU): Directory

Validity

Issued on: 2009-10-23

Expires on: 2010-10-23

Fngerprints

SHAL fingerprint: 05:27:38:03:30:6E:17:AS
MDS fingerprint:  A5:13:95:83:DD:F5:BECAE

(CB:DB:1B:DD:1B:0FEAAT:30:46:63:D7
(77:82:73:61:2E:1B:90: T8

Close
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erLthcate’Viewer,

X

General | Details |

Certificate Hierarchy

ApacheDS

Certificate Felds

= ApacheDsS
= Certificate

Wersion

Serial Mumber
Signature
Issuer
= Walidity
Mot Before

(<]

Feld Value
CN=ApacheDs, OU=D1rectory, 0=ASF, C=US

[<]if>)

4. Value Editors
4.1. Concept

AnLDAPentry containsdifferent attributetypeswith different syntaxes: objectClasses, names, passwords,
images, etc. To handle the different data types Value Editors are used. Vaue Editors know how to edit
avaue.

The default Value Editor for an attibute is determined using the following procedure:

1. If aValue Editor for the attribute type is specified, this oneis used.

2. If aVaue Editor for the attribute's syntax is specified, thisone is used.

3. If the attribute is binary according to its syntax, the Binary Editor is used.

4. If the attribute is string according to its syntax, the Text Editor is used.

The default Value Editor could be specified by attribute type or syntax in the Vaue Editors preferences

Another task of a Value Editor is to provide the displayed value for the Entry editor and Search Result
editor. Especially binary data can't be displayed "as-is".

4.2. In-Place Text Editor
The In-Place Text Editor isthe default editor for string values without line breaks.
Display value

Vaues are displayed as stored in directory:
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facsimileTelephoneNumber +1 408 555 6277

Edit value

Vauesare edited directly within the entry editor or search result editor. To savethe new value press Enter
or click somewhere outside the edit field. To cancel the modification press Esc.

facsimileTelepheneNumber +1 408 555 62]"]"|

4.3. Text Editor

The Text Editor isthe default editor for string values with line breaks.
Display value
Vaues are displayed as stored in directory:

Line 1
description Line 2
Line 3

Edit value

Values are edited in a dialog which provides a simple text area. To finish editing press OK to save the
new value or Cancel to discard your modification.

=l TextiEd tors @

Line 1 B
Line 2
Line 3

K]

[a] ]

[ ox J[ come )

4.4. Hex Editor
The Hex Editor is the default editor for binary values.
Display value

The displayed value "Binary Data" indicates that the value contains binary data, additional the size in
bytesis shown.

userCertificate: binary Binary Data (1287 Bytes)

Edit value

The Hex Editor dialog displays the binary data as hex. To create or modify a value load the binary data
from afile using the L oad data... button.
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] Edito 5]

|'f‘F dg ff =0 00 10 4a 46 49 46 00 01 01 00 0O 01  ...... JEIF...... [

00 01 00 00 Tf db 00 43 00 OB 06 05 08 Oc 14 la  ....... Couvinnnnn

1f 06 06 07 0a 0d 1d le 1c ©7 07 08 Oc 14 1d 23 ...iivve cvvnnnn # =]

lc 07 09 Ob of la 2c 28 1f 09 @b 13 1c 22 37 34 ...... L "74

27 Oc 12 1lc 20 29 34 39 2e 19 20 27 2c 34 3d 3c el )48 Lt 4=

33 24 2e 30 31 38 32 34 32 ff db 00 43 01 0% 08 3$.01824 2...C...

Oc 18 32 32 32 32 09 0b 0Od 21 32 32 32 32 0c od L2222, 12222,

lc 32 32 32 32 32 18 21 32 32 32 32 32 32 32 32 \22222.! 22222222

32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 22222222 22222222

32 32 32 32 32 32 32 32 32 32 32 32 32 32 ff cO 22222222 222222..

00 11 08 Q0 15 00 41 03 01 22 00 02 11 01 03 11 ...... AL ULl

01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00

00 0D 00 Q0 00 OO 00 01 02 03 04 05 06 07 OB 0% El

[T [+]
Load Data.. ] [ Save Data. ] [ OK ] [ Cancel ]

Save value

Y ou could also save the current binary datato afile with the Save data... button.
4.5. Password Editor

The Password Editor is the default editor for passwords.
Display value

Thereal password isn't displayed but only the encryption method.

userPassword Plain text password
userPassword CRYPT encrypted password
userPassword MDS encrypted password
userPassword SHA encrypted password
userPassword SMDS encrypted password
userPassword 55HA encrypted password

Details
In the Current Passord tab you see some details about the password.
The current password could also be verified. Enter the compare password into the Verify Password field.

The Verify function compares the current password with the hashed value of the entered password. The
Bind function binds to the directory using the DN of the current entry and the entered password.

Current Password | New Password

Current Password: [{SHA}mSNFsdwzvshKHsgzsc:sd74dpyw= ]

Hash Method: SHA
Password (Hex): 9b c3 45 49 d5 65 d9 50 5b 28 7d e0 cd 20 ac 77 be 1d 3f 2c
Salt (Hex)

verify Password:  (essssses|

l Werify l [ Bind

[s].¢ l [ Cancel
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Edit value

In the New Passord tab you can enter a new passord. Type in the password in the input field and select a
hash (encryption) method. The preview field shows the resulting password.

Password Editor, =

Current Password | New Password |

Enter New Password [........

Select Hash Method: |CRYPT -]

Password Preview [{CP\YPT}OQQZkaIjB\vc

Password (Hex): 71 32 77 5a 6b 6c 6a 39 49 76 63
Salt (Hex):

4f 67

oK | [ Cancel

4.6. Image Editor
The Image Editor is the default editor for images.
Display value
The image type, width, height and sizein bytesis used as display value.

jpegPhoto |PEG-Image (74x74 Pixel, 2220 Bytes)

Details

In the Current I mage tab you see the image and some details about it.

Y ou could also save the current image to a file with the Save... button.

_—
B 3]

Image Editor

Current Image | New Image

Image Type: JPEG

Image Size: 2 KB (2220 bytes)
Image Width: 74 Pixel

Image Height: 74 Pixel

Edit value

In the New I mage tab you can load a new image from afile using the Browse... button.
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= ImageEditor =

Current Image | Mew Image

Image Type: JPEG
Image Size: 2 KB (2220 bytes)

Image Width: 74 Pixel
Image Height: 74 Pixel

fhomefstefan!Dn{umentstLEE!Testdatenﬁedrl [ Browse. ]

E oK ][ Cancel ]

4.7. Object Class Editor

The Object Class Editor is the default editor for the objectClass attribute.
Display value

The objectClass name and the type of object class (structural, auxiliary, abstract) is used as display value.

objectClass extensibleObject (auxiliary)
objectClass inetOrgPerson (structural)
objectClass top (abstract)

In the Object Class Editor dialog you can select the available object classes from a drop-down list.

Object Class Editor

[inetﬂrgPerson E]

4.8. Address Editor

The Address Editor is the default editor for attributes with postal address syntax. In the postal address
syntax the dollar character '$' is used as line separator.

Display value
Values are displayed as stored in directory, dollar characters are replaced by commas.

postaladdress 10 Downing Street, London, SW1A 2A4
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Edit value
Vaues are edited in a dialog which provides a simple text area. Dollar characters are replaced by line
breaks.
felgezas =it ]
ignl?i::ning Street
[« D)
l oK ] [ Cancel ]

4.9. DN Editor

The DN Editor isthe default editor for attributes with distinguished name syntax.
Display value

Vaues are displayed as stored in directory.

zeedlso cn=Directory Administrators, ou=Groups, o=|NDITutorial

Edit value

The edit dialog looks as follows:

[ DIV
[m:D\re(tory Administrators,ou=Groups, o=]NDITutorial E] Browse...

l oK J [ Cancel ]

To edit the DN you can use the following options:

* You could manually edit the DN in theinput field.

* You could choose a previously used DN from drop-down list.

* By clicking @ Parent the parent DN of the current DN appearsin the input field.

* Browse.. opensaDN Selector, similar to the LDAP Browser. Y ou can browse and filter to find an entry.
When selecting an entry its DN appears int the input field.
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i elec DN =]

~ & o=|NDITutorial (8)
i en=Admin
= & ou=Groups (21)
ﬂ cn=~Accounting Managers
ﬁ cn=~Asset Managers
ﬁ cn=Audit Managers
& cn=consolidation Managers =
ﬂ cn=Dataroom Managers
ﬁ cn=Directory Administrators
ﬁ cn=Engineering Managers
ﬁ cn=FAnance Managers
ﬁ cn=General Managers

ﬂ cn=HR Managers
LY v

(]

[ oK l [ Cancel

4.10. Date & Time Editor

The Date & Time Editor isthe default editor for attributes with generalized time syntax.
Display value

The values are converted to local time.

create Timestamp 02.10.2006 22:47:30 CEST (20061002204730Z)

Edit value

The edit dialog looks as follows:

B Date & Time Editor 23]
Tirne: | : \EE| : \Elﬂ
e < Marz > < 2009 >

Mo Di Mi Do Fr Sa So
1
2 3 4 5 6 7 8

9 10 11 12 13 14 15
16 17 18 18 20 21 22
23 24 25 26 27 28 29

30 31
Time zone: | UTC+1 v |
Raw value: [20090318200000+0100| ] v

I oK J | Cancel |

To edit date and time you have the following options:
* You could set the time, pick a date from the calendar and choose a time zone.

* You could manually edit the raw value in the input field.
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4.11. OID Editor

The OID Editor isthe default editor for attributes with OID syntax.

Display value
The values are suffixed with the textual description of the OID.

create Timestamp 02.10.2006 22:47:30 CEST (20061002204730Z)

Edit value

The In-Place Text Editor is used to edit values.

4.12. Certificate Editor

The Certificate Editor is the default editor for certificates.
Display value

The certificate type, version and owner are displayed.

userCertificate ¥.509%1: CN=ApacheDS,OU=Directory, O=ASF,C=US

Certificate Editor Dialog

Thefull certificate data could be exampined in the Certificate Editor dialog. L oad data... button.

P ETLIT CAtEEdEDT [l
General |Detai|s
Issued To
Common name (CN): ApacheDs
Organization (0): ASF

Organizational unit (OU): Directory

Serial number: 12481508b7d
Issued By

Common name (CN): ApacheDs
Organization (0): ASF

Organizational unit (OU): Directory

Validity

Issued on: 2009-10-23

Expires on: 2010-10-23

Fngerprints

SHAL fingerprint: 05:27:38:03:30:6E:17:A5: CB:DB:1B:0D:1B: 0FEA:AT:30:46:63:0D7
MDS fingerprint:  A5:13:95:83:DD:F5:BFCA: 77:82:73:61: 2E:1B:9D: 78

|Load Certificate. .. | |Sa\.re Certificate. .. | | oK | | Cancel |

Y ou could also save the current certificate to afile with the Save Certificate... button.
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To modify the certificate in the di

rectory server load the new certificate from a file using the Load

Certificate... button and press the OK. button.

5. Properties

5.1. Connection properties

The following properties can be modified on the Connection properties pages:

Network Parameter

Properties for Jlocalhos =1
[wpeflieriet ] connection -
=~ Connection
Root DSE Network Parameter |nuthentication Browser Options Edit Options

Schema

Connection name: |Ioca|host |

Network Parameter

Hostname:
Port:

Encryption method:

||oca|host | ~ |
|1osss | ™ |
| Use S5L encryption (ldaps: /) hd |

Check Network Parameter |

Cancel | | oK

Field

Description

Connection name

The name of the connection. In the Connections view the connection
is listed with this name. The name must be unique.

Hostname The hostname or | P address of the LDAP server. A history of recently
used hostnames is available through the drop-down list.
Port The port of the LDAP server. The default port for non-encyrpted

connectionsis 389. The default port for ldaps:// connectionsis 636. A
history of recently used portsis available through the drop-down list.

Encryption method

The encryption to use. Possible values are 'No encrypton', 'Idaps://'
and 'StartTL S extension'.

Check Network Parameter

Use this function if you want validate that the entered information is
correct and the server isreachable.
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Authentication

=~ Connection

{peflieried | Connection

FropertiesTor “1ocalhos: ol

Root DSE MNetwork Parameter | Authentication |Browser Options | Edit Options

Schema Authentication Method
| Simple Authentication LV |
Authentication Parameter
Bind DN or user: |uid=admin.ou=system | L¥ |

Bind password: |...... |

[« Save password Check Authentication |

» SASL Settings
» Kerberos Settings

Cancel | | oK

Field

Description

Authentication Method

Select your authentication method between:

Anonymous Authentication: connects to the directory without
authentication.

Simple Authentication: uses simple authentication using abind DN
and password, the credentials are transmitted in clear-text over the
network.

CRAM-MD5 (SASL): authenticates to the directory using a
challenge-response authentication mechanism, the credentials are
not transmitted in clear-text over the network.

DIGEST-MD5 (SASL): another challenge-response authentication
mechanism, additionally you could define your realm and QoP
parameters.

GSSAPI  (Kerberos): users Kerberos based authentication,
additional parameters could be defined.

Bind DN or user The distinguished name or user ID used to bind. Previously entered
DNs could be selected from drop-down list.

Bind Password The password used to bind.

Save password If checked the password will be saved in configuration. If not checked

you have to enter the password whenever you connect to the server.
Warning: The password is saved as plain text!

90




Tools

Field

Description

Check Authentication

Use this function if you want to attempt a connection plus a bind to
the host upon completion of the wizard to validate that the entered
information is correct.

Additional authentication parameters for SASL and Kerberos:

w SASL Settings
SASL Realm:

Quality of Protection: | Authentication only

Protection Strength: | High

Mutual Authentication

« Kerberos Settings
Kerberos Credential Configuration

(®) Use native TGT

Obtain TGT from KDC (provide username and password)

Kerberos Configuration

(®) Use native systern configuration

Use configuration file:

Use following configuration: Kerberos Realm:

KDC Host:

KDC Port:

Option

Description

SASL Realm

The SASL Relam used to bind, only applicaple if DIGEST-MD5 is
choosen.

Quality of Protection

The QoP to use: authentication only, with integrity protection, and
with privacy protection

Protection Strength

The protection strength to use

Mutual Authentication

If checked mutual authentication is used, that means the server
has to authenticate itself to the client. If unchecked only the client
authenticates itself to the server.

Use native TGT If checked the native credential cache is used, thus no additional
authentication is necessary. Note that on Windows systems that
requires amodification of the registry.

Object TGT from KDC If checked a new TGT is obtained from the KDC. Username and

password must be provided.

Use native system configuration

If checked the native Kerberos configuration is used (e.g. /etc/
krb5.conf).

Use configuration file

If checked a custom configuration file could be used.

Use following configuration

If checked the Kerberos configuration parameters (realm, host, port)
could be set in the dialog.
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Browser Options

Connection

Controls

Features

-
= Connection
Root DSE Metwork Parameter | Authentication | Browser Options | Edit Options
Schema Base DN
[« Get base DNs from Root DSE Fetch Base DMs
EBase DN:
Limits Aliases Dereferencing Referrals Handling
Count Limit: |1000 | (¥ Fnding Base DN (® Follow Referrals manually
Time Limit (s): |0 | ¥ Search Follow Referrals automatically

Use ManageDsalT control while browsing
[« Fetch subentries while browsing (requires additional search reguest)

¥ Paged Search Page Size: |10 | 1 Scroll Mode

[« Fetch operational attributes while browsing

Ignore Referrals

Cancel oK

Field Description

Get base DNs from Root DSE If checked the base DNs are fetched from namingContexts attribute
of the Root DSE.

Fetch Base DNs Usethisfunctionto get the namingContext valuesfrom the Root DSE.
The returned values will appear in the '‘Base DN' drop-down list.

Base DN The base DN to use. Y ou may enter a DN manually or you may select
one from the drop-down list. Thisfield is only enabled if the option
'Get base DNs from root DSE' is off.

Count Limit Maximum number of entries returned from server when browsing the
directory, it isalso used as default val ue when searching the directory.
A value of 0 means no count limit. Note that thisvalueisaclient-side
value, its possible that also a server-side limit is used.

Time Limit The maximum time in seconds the server searches for results. This

is used as default value when browsing or searching the directory. A
value of 0 means no limit. Note that this value is a client-side value,
its possible that also a server-side limit is used.

Alias Dereferencing

Specifies whether aliases should be dereferenced while finding the
search base entry or when performing the search or both. To manage
(create, modify, delete) alias objects you have to uncheck both
options.

Referrals Handling

Specifies the referral handling.

e Follow Referrals manually: Received referrals and search
continuations are just displayed in the Browser. As soon as you
open or expand such an search continuation the search is continued.
You are asked which connection you want to use to follow a
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Field

Description

specific referra URL, this way you have full control regarding
encryption and authentication options when following referrals.

e Follow Referrals automatically: Follows referrals and search
continuations immediately if they are received from the directory
server. Y ou are asked which connection you want to use to follow
a specific referral URL, this way you have full control regarding
encryption and authentication options when following referrals.

 Ignore Referrals: Any referral or search continuation received from
thedirectory server issilently ignored. No error islogged, no dialog
appears, no specia entry isdisplayed inthe DIT, no ManageDsal T
control is sent to the server.

Use ManageDsal T control while
browsing

If enabled the ManageDsal T control is sent to the server in each
request. This signals the directory server to not send referrals and
search continuations, but return the special referral objects. This only
works if the directory server supports the ManageDsal T control.

Fetch subentries while browsing

If enabled enabled both, normal and subentriesaccording to RFC 3672
arefetched. This causes additional search requestswhile browsing the
directory.

Paged Search

If enabled the simple paged result control is used while browsing
the directory. With the page size you could define how many entries
should beretrieved in onerequest. If Scroll Modeis enabled only one
page is fetched from the server at once while browsing, you could
‘scroll’ through the pages by using the 'next page' and 'top page' items.
If disabled all entries are fetched from the server, the paged result
control isonly used in background to avoid server-side limits.

Fetch operational attributes while
browsing

If enabled enabled both, user attributes and operational attributes
are retrieved while browsing. If the server supports the feature 'All
Operational Attributes then a '+' is used to retrieve operational
attributes, otherwise all operational attributes defined in the schema
are requested.
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Edit Options
Propertiesfor localfos =1
[weeflieriot ] connection -
= Connection
Root DSE Metwork Parameter | Authentication |Browser Options| Edit Options
Schema Entry Modifcation
Modify Mode: | Optimized Modify Operations ~ |
Modify Mode (no equality matching rule): | Optimized Modify Operations v |
Modify Order: | DELETE Rrst - |
@ Cancel | | oK
Field Description
Modify Mode Specify the modify modefor attributeswith an equality matching rule.
Description of options:
e Optimized Modify Operations. uses add/delete by default, uses
replace if operation count is less
e Always REPLACE: aways uses replace operations to perform
entry modifications
¢ Always ADD/DELETE: always uses add and/or delete operations
to perform entry modifications
Modify Mode (no equality|Specify the modify mode for attributes with *no* equality matching
matching rule) rule. Description of options:
e Optimized Modify Operations. uses add/delete by default, uses
replaceif operation count isless
* Always REPLACE: always uses replace operations to perform
entry modifications
* Always ADD/DELETE: always uses add and/or delete operations
to perform entry modifications
Recommended values for various LDAP servers:
* ApacheDS: Optimized Modify Operations or REPLACE
* OpenLDAP: REPLACE
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Field

Description

OpenDS/ SunDSEE: Optimized Modify Operations or REPLACE

FedoraDS / 389DS:. Optimized Modify Operations (missing
equality matching rules for many standard attribute types)

Active Directory: Optimized Modify Operations (exposes no
equality matching rules at al)

eDirectory: Optimized Modify Operations (exposes no equality
matching rules at all)

Modify Order

Specify the modify order when using add and del ete operations.

Root DSE

Propertiesforlocalhost”

[vpe fitertec |

= Connection
Root DSE
Schema

Root DSE Sv

Info|Contro|5 Extensions |Features

Directory Type: Apache Directory Server
Vendor Name: Apache Software Foundation
Vendor Version: 1.55
Supported LDAP Versions: 3

SIMPLE

CRAM-MDS

. . DIGEST-MDS

Supported SASL Mechanisms: CESAP]

NTLM

GSS5-SPNEGD

| Cancel | | oK |

The Root DSE properties page provides information about the connected directory server like directory

type and version, controls, extensions and features.

Schema

[ope fiker text |

= Connection
Root DSE
Schema

Propertiesfor ‘localhost” =

Schema r=1%

Schema Information

Schema DN: cn=schema

Create Timestamp: 200908180227332 —
Modify Timestamp: 20090818022733Z Reload Schema

Schema Cache

/home/stefan/Development/apache/dirstudio/workspaces/studio-
documentation/. metadata/. plugins/

org.apache. directory studio.|dapbrowser. corefschema-
a31f2a55-5fc5-4881-962d-01e5372dchbe. [dif

Cache Date: October 30, 2009 10:08:56 AM

Cache Size: 89 KB (91997 Bytes)

Cache Location:

Cancel | | oK
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The Schema properties page provides someinformation about the schema. The'Schemalnformation’ group
showsthe schemaDN an modification timestamp. With the 'Rel oad Schema' button a schemareload could
be forced, the schemais reloaded automatically if the directory's schema is newer than the cached one.
The 'Schema Cache' group shows information about the cached schema.

5.2. Entry properties

The Entry properties page shows some information about the entry.

Entry cn=John Hallett,ou=people,o=sevenseas

[ Connection
Entry DN: cn=John Hallett,ou=people,o=sevenseas
URL: ldap:/flocalhost:10389/cn=]ohn%20Hallett, ou=people, o=sewvenseas
Create and Modify Information

Create Timestamp: 200910231251572
Creators Name: uid=admin, ou=system

Modify Timestamp: 20091029195923Z

Modifiers Name: uid=admin, ou=system Refresh

Sizing Information

Entry Size: 42 KB (43764 Bytes)
Number of Children: Mot checked
Mumber of Attributes: 11

Mumber of Values: 14

") Include operational attributes Refresh

(@) Cancel 0K

The first two lines shows the DN and LDAP-URL of the entry.

The 'Create and Modify Information’ group shows the create and modify timestamp and DN. If no values
are shown use the 'Refresh’ button to |oad the attributes.

The 'Sizing Information’ group shows information about the entry size in bytes, the number of children,
attributes and val ues. To take operational attributesinto account check ‘Include operational attributes. The
'Refresh’ button reloads the attributes and counts children.

Y ou could select and copy all displayed information.

5.3. Attribute properties

The Attribute properties page shows some information about the attribute.
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Propertiesfor objectClass

Attribute objectClass

hd
Attribute
[* Connection Description: objectClass
Entry Twpe: String

Numnber of Values: 4

Attribute Size: 42 Bytes
Attribute Type
Nurneric OID: 25410

Alternative Names: objectClass

Description: RFC2256: object classes of the entity

Usage: USER_APPLICATIONS

Flags

] Single valued [| Read only [| Collective [| Obsolete
Syntax

Syntax OID: 1.3.6.1.4.1.1466.115.121.1.38

Syntax Description: OID

Syntax Length:

Matching Rules

Equality Match:  objectidentifierMatch
Substring Match: -

Qrdering Match:

Cancel

oK |

The first four lines shows the attribute description, the type (String or Binary), the values count and the
sizein bytes.

The next four groups shows the attribute's schema definition, similar to the Attribute Type schema page.

You could select and copy all displayed information.

5.4. Value properties

The Values properties page shows some information about the value.

| | Value cn:John Hallett —
Attribute
[* Connection Attribute Description: cn
Entry Value Type: String
Value Value Size: 12 Characters, 12 Bytes
John Hallett B
Data:
[«] Il Ll
(';J) | Cancel | | oK |
Field Description
Attribute Description The attribute description of the attribute
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Field Description

Value Type String or Binary

Value Size If Binary the size in bytes. If String the number of characters and the
size in bytes. These two number could differ if the value contains
multibyte characters.

Data Nothing if Binary. If String the raw value as returned form server.

Y ou could select and copy all displayed information.

5.5. Search properties

The layout of the Search properties page is similar to the Search dialog. All fields except the connection
could be modified.

HTOPETHES TOT SOme ei)pe £

| | Search Some People

[ Connection

Search Search Name: |Some People
Connection:
Search Base: |ou=peop|e.o=seuenseas | W | |E| | Browse... |
Flter: |Ecn=H*] | “ | | Rlter Editor... |

Returning Attributes: |cn. mail, description | ~ |

Controls

"] ManageDsalT

[] Subentries

|| Paged Search

Scope Limits

() Object Count Limit:  [1000 |
(® One Level Time Limit (s): |0 |
() Subtree

Aliases Dereferencing Referrals Handling

[+ Finding Base DN (@) Follow Referrals manually

[+ Search () Follow Referrals autornatically

() lgnore Referrals

Cancel | | oK

5.6. Bookmark properties

In the Bookmark properties page you can modify the bookmark name and target entry.
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[type filter text | ' Bookmark Horatio Nelson -
Bookmark
[ Connection Bookmark Name: |Horatio Nelson |
Entry —
Bookmark DN: |cn=Horatio Nelson.ou=peop|e.o| ' | | [@| | Browse... |
@ Cancel | | oK

6. Preferences

=~ Apache Directory Studio
> Apache DS
=~ Connections
Certificate Validation
=~ LDAP Browser
= Attributes
Binary Attributes
= Entry Editors
Table Entry Editor
Search Result Editor
Text Formats
Value Editors
= \iews
Browser View
Modification Logs View
Search Logs View
[»  LDIF Editor
> Schema Editor
[P General
[* Help
P Install/Update
Installed JREs

6.1. Connections

In the Connections preferences page you can configure general settings for LDAP Connections.
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Preferences 3
| | Connections =
< Apache Directory Studio

b Apache DS General settings for LDAP connections:
b Connections JNDI LDAP context factory
[* LDAP Browser
b LOIF Editor com. sun.jndi. ldap. LdapCt<Factory
P Schema Editor Mote: The system detected 'com. sun.jndi. |dap.LdapCt<Factory'.
P General Kerberos Settings
b Help 7] Use Kerberos System Properties
[ Install/Update
P Kerberos Login Module:
Installed JREs
com. sun.security auth.module KrbSLoginMaodule
Note: The system detected
'com. sun. security auth. module. KrbSLoginMadule'.
| Restore Defaults | | Apply |
@ | Cancel | | oK |
Option Description Default

Factory

JNDI LDAP Context

access. This parameter configures the the factory
class. Normally thisvalue is automatically detected
and there is no need to changeit.

Apache Directory Studio uses JNDI for LDAP|auto-detected

Properties

User Kerberos System

(GSSAPI) authentication using system properties,
see http://java.sun.com/products/jndi/tutorial/|dap/
security/gssapi.html for details.

If checked you need to configure Kerberos|unchecked

Kerberos Login Module

Apache Directory Studio uses JAAS for Kerberos
authentication. This parameter configuresthe JAAS
login modul. Normally this value is automatically
detected and there is no need to changeit.

auto-detected

6.2. Certificate Validation

In the Certificate Validation preferences page you can configure certificate validation settings.
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Preterences £

| | Certificate Validation
< Apache Directory Studio

P Apache DS [¥] Validate certificates for secure LDAP connections
= Connections

Permanent Trusted | Temporary Trusted
Certificate Validation

> LDAP Browser CN=ApacheDS, OU=Directory, 0=ASF,C=U5

P LDIF Editor CM=localhost.localdomain, 0=ROOT-FKWO&2LMFU-NDSTREE

P schema Editor 1.2.840.113549.1.9.1=#161764656269616e2d61646dR95e4 06465562
[» General CN=MD02501,0=RegTP,C=DE
[ Help

P Install/Update
Installed JREs

[«] n E|

[ — ||I| | Restore Defaults | | Apply |

@ | Cancel | | oK |

If Validate certificates for secure LDAP connections is checked, Apache Directory Studio checks
certificates when a secure LDAP connection (Idaps or StartTLS) is established. The following checks are
performed: avalid certification path with atrusted root CA must exist, the certificate must not be expired,
the hostname must match the certificate subject common name, the certificate must not be self-signed.

If validation failsthe Certificate Trust dialog pops up and the you could manually trust a certificate. Those

certificates arelisted in the "Permanent Trusted" and " Temporary Trusted" lists. Y ou could examine those

certificates using the View button. You can remove certificates if you don't trust them any more using
the Remove button.

6.3. Attributes preferences

In the Attributes preferences page you can configure general settings for attributes.

Preterences 3
| | Attributes o =
< Apache Directory Studio

b Apache DS General settings for attributes:

[P Connections

< LDAP Browser (&l Show decorated values

= Aftribut
ributes Attribute Colors and Fonts
Binary Attributes —
[*  Entry Editors Objectclass attribute: |-| [+ Bold [ Italic
Search Result Editor Must attributes: |_| [ Bold [] Italic
Text Formats —
value Editors May attributes: |-| ] Bold [ Italic
b views Operational attributes: |-| ] Bold [ Italic
b LDIF Editor —
[ Schema Editor
P General
[ Help
[ Install/Update
Installed JREs
Restore Defaults Appl
=] i | = | = | eeey |
@ | Cancel | | oK |
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By default non-text attributes are displayed in a user-friendly way within the Entry editor and the Search
Result editor. For example if an attribute contains a timestamp it is displayed in your local date format.
When unchecking the option Show decor ated values the values are displayed as returned from directory.

Inthe Attribute Colorsand Fonts group you can define the style how attributes and values are displayed
within the Entry editor and the Search Result editor.

6.4. Binary Attributes preferences

In the Binary Attributes preferences page you can configure which attributes are binary.

HrETETENnces E
| | Binary Attributes =12 —
= Apache Directory Studio

Specify attributes and syntaxes to handle as binary
P Apache DS P b d syl handl binary.
P Connections Binary Attributes
=~ LDAP Browser - - —
< Attributes Attribute :A|IBS | Add. .. |
B Al 0.9.2342.19200300.100.1.7 § photo di
i Edit. ..
b Entry Editors 0.9.2342.19200300.100.1.53 personalSignature ||7|
Search Result Editor 0.9.2342.19200300.100.1.55! audio [ Remove |
Text Formats 0.9.2342.19200300.100.1.505 jpegPhoto
Value Editors 1.3.614142227.418 javasSerializedData
b Views 1.3.5.1.4.1.1455.101.120.35E thumbnailPhota ,Z‘
[» LDIF Editor
b Schema Editor Binary Syntax Definitions
P General Syntax Desc | Add... |
b Help 1.3.6.1.4.1.1466.115.121.1.5 | Binary —=
P Install/Update 1.3.6.1.4.1.1466.115.121.1.8 | Certificate |L|
P i
Installed JREs 1.3.6.1.4.1.1466.115.121.1.9 Certificate List
] : Remove
1.3.5.1.4.1.1455.115.121.1.105 Certificate Pair
1.3.6.1.4.1.1466.115.121.1.23§ Fax
1.3.5.1.4.1.1455.115.121.1.285 JPEG
! (¥
Restore Defaults | | Apply |
(=] [ 2] | = =
@ | Cancel | | oK |

Y ou can specify binary attributes by attribute type or by syntax.

6.5. Entry Editors preferences

In the Entry editor preferences page you can configure the behavior of the Entry editors.
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Preferences 3
| | Entry Editors fe=1% -
< Apache Directory Studio

b Apache DS General settings for entry editors:

[* Connections Open mode

= LDAP Browser (®) Historical Apache Directory Studio behavior
[ Attributes

Editors open on single-click, using arrow keys triggers the opening of a new editor.
[ Entry Editors
Search Result Editor
Text Formats Allows multiple options for opening editgrs (ie. single/double click and more). See
'‘General for the open mode configuration.

() Use the application-wide open mode setting

Walue Editors

D Views Entry editors
b LDIF Editor Use the 'Up' and 'Down’ buttons to specify the preference order for entry editors.
b Schema Editor Table Entry Editor (single-tah)
> General Table Entry Editor (multi-tab) p—
B Help {77 LDIF Entry Editor (multi-tab) | 2ok |
D Install/Update [%} LDIF Entry Editor (single-tab) | Restore Defaults |
Installed |REs B
Description:
Opens each entry in the same single editor tab. ‘
Restore Defaults| | Apply |
|| 5 [Restore 2 8
@ | Cancel | | oK |

With the open mode you could define how the entry editor should be opened while browsing through the
DIT.

In the entry editors section you could define your preferred order of available entry editors using the Up/
Down buttons. The topmost entry editor in thelist is the default entry editor.

6.6. Table Entry Editor preferences

In the Table Entry Editor preferences page you can configure the behavior of the Table Entry Editor.
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| | Table Entry Editor 1%
< Apache Directory Studio
b Apache DS General settings for the LDAP entry editor:
= Connections
Certificate Validation Attribute folding
<~ LDAP Browser [ Enable attribute folding
~ Aftributes aldin reshold:
Binary Attributes Folding thresheld E|
= Entry Editors ] Auto-expand folded attributes
Table Entry Editor
Search Result Editor Save modifications automatically
Text Formats [« Save modifications autornatically in single-tab editor
\f'talue Editors ] Save modifications autormatically in multi-tab editor
P views
[»  LDIF Editor
P Schema Editor
[ General
P Help
P Install/Update
Installed JREs
= El | Restore Defaults | | Apply |
®@ | cancel | | oK
Option Description Default
Enable folding If checked attributes with many values are folded. |on
Folding threshold The threshold when folding should be activated. |10
Auto-expand folded|If checked folded attribute are automatically|off
attributes expanded.
Save modifications|If checked the single-tab editor automatically saves|on
automatically in single-|any modification immediately and sends a modify
tab editor request to the LDAP server. If unchecked you
need to save the editor manually in order to save
modifications.
Save modifications| If checked the multi-tab editor automatically saves| off
automatically in multi-|any modification immediately and sends a modify
tab editor request to the LDAP server. If unchecked you
need to save the editor manually in order to save
modifications.

6.7. Search Result editor preferences

In the Search Result editor preferences page you configure the behavior of the Search Result editor.
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[type filter text | ' search Result Editor -
< Apache Directory Studio
b Apache DS General settings for the LDAP search result editor:
[P Connections i
< LDAP Browser (¥ Show DN as first column
[+ Aftributes [ Show DN as link
[ Entry Editors
Search Result Editor
Text Formats
Walue Editors
[ views
P LDIF Editor
P Schema Editor
[ General
[ Help
[ Install/Update
Installed JREs | Restore Defaults | | Apply |
.:':J:. | Cancel | | oK |
Option Description Default
Show DN asfirst column|If checked the distinguished name of each search|on
result entry is displayed asfirst line.
Show DN aslink If checked the distinguished name of each search|on
result entry is displayed asalink.

6.8. Text Formats preferences
In the Text Formats preferences page you configure the text formats of LDIF, CSV and Excel files.

LDIF

In the LDIF tab you can configure the LDIF format.

[tvpe filter text | | Text Formats v -
= Apache Directory Studio
> Apache DS Settings for text formats
P Connections LDIF|CSV Capy | CSV Export | Excel Export | ODF Export
= LDAP Browser -
Select LDIF format options:
[+ Attributes
P Entry Editors Line Separator
Search Result Editor (® Unix [\n)
Text Formats ) Other: - .
Value Editors
[ Views
B LDIF Editor Line length: characters
b Schema Editor [ Space after colon
P General
[ Help
[ Install/Update
Installed JREs
| Restore Defaults | | Apply |
@ | Cancel | | QK |
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Option Description Default
Line Separator Select the line spearator to use for LDIF files.|The platform specific
Possible values are Windows, Unix line separator
Line length Thelinelength in LDIF files. 76
Space after colon If checked aspacein inserted between the colon and | on
the value.
CSV Copy

In the CSV Copy tab you can configure the format used when copying CSV to clipboard (Copy Entry as
CSV, Copy Table).

HTETETENCES X

| | Text Formats v =

= Apache Directory Studio
> Apache DS Settings for text formats

[* Connections
=~ LDAP Browser

LDIF| C5V Copy | CSV Export  Excel Export  ODF Export

Select CSY copy format options:

[+ Attributes
[ Entry Editors Attribute Delimiter: (8 Tabulator (\t) () Other:
Search Result Editor
Text Formats Value Delimiter: (® Pipe () () Other:
Value Editars Quote Character:  (® Double Quote (") (O) Other:
[ Views
P LDIF Editor Line Separator: (® Unix (\n) () Other:
[ Schema Editor B )
b General Binary Encoding: (8 lgnaore () Other:
[* Help Hint: The_ default settings are suitable to paste the copied data into Excel or
[ Install/Update SR
Installed JREs
| Restore Defaults | | Apply |
@ | Cancel | | oK |
Option Description Default
Attribute Delimiter The character used to separate attributes. Select| Tabulator (ASCII 9)

default or one from the drop-down box or enter a
custom character.

Value Delimiter The character used to separate values of multi-|Pipe (])
valued attributes. Select default or one from the
drop-down box or enter a custom character.

Quote Character Each attribute is enclosed by this quote character. | Double Quote (")
Select default or one from the drop-down box or
enter a custom character.

Line Separator Select the line spearator to use. Possible values are| The platform  specific
Windows, Unix line separator

Binary Encoding When copying binary values they must be encoded. | Ignore
Choose

« Ignore: if binary values should not be copied.

e BASE-64: to copy the binary values BASE-64
encoded.
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CSV Export

Option Description Default
« HEX: to copy the HEX representation of each
byte.
In the CSV Export tab you can configure the format used when exporting to CSV.

HrBTerences E
| | Text Formats =T <
= Apache Directory Studio

b Apache DS Settings for text formats
b Connections LDIF | €SV Copy| CSV Export |Excel Export | ODF Export
=~ LDAP Browser 5 .
) Select CSW export file format options:
D Attributes
P Entry Editors Attribute Delimiter: (8 Comma () () Other:
Search Result Editor
e —— Value Delimiter: (® Pipe () () Other:
Vtalue Bditors Quote Character: (8 Double Quote (") () Other:
P views
b LDIF Editor Line Separator: (® Unix (\n) () Other:
P Schema Editor
b General Binary Encoding:  (® lgnore () Other:
b Help Fle Encoding: () UTF-8 () Other:
P Install/Update
Installed JREs
| Restore Defaults | | Apphy |
@ | cancel | | oK |
Option Description Default
Attribute Delimiter The character used to separate attributes. Select| Comma(,)
default or one from the drop-down box or enter a
custom character.
Value Delimiter The character used to separate values of multi-|Pipe (])
valued attributes. Select default or one from the
drop-down box or enter a custom character.
Quote Character Each attribute is enclosed by this quote character. | Double Quote (")
Select default or one from the drop-down box or
enter a custom character.
Line Separator Select the line spearator to use. Possible values are| The platform  specific
Windows, Unix line separator
Binary Encoding When exporting binary values they must be|lgnore

encoded. Choose
« Ignore: if binary values should not be exported.

* BASE-64: to export the binary values BASE-64
encoded.

« HEX: to export the HEX representation of each
byte.

File Encoding

The file encoding used to when exporting to CSV.
Select default or one from the drop-down box.

The platform specificfile

encoding
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Excel Export

In the Excel Export tab you can configure the format used when exporting to Excel.

Preterences

X

| | Text Formats o <

< Apache Directory Studio
b Apache DS Settings for text formats
[P Connections
~ LDAP Browser
[ Attributes
P Entry Editors Value Delimiter: (® Pipe (| () Other:

Search Result Editor
Text Formats Binary Encoding: (®) Ignore () Other:

LDIF CSV Copy | CSV Export| Excel Expor‘tlDDF Export

Select Excel export file format options:

Walue Editors
[ views
P LDIF Editor
P Schema Editor
[ General

-

Help
[ Install/Update
Installed JREs

|Restore gefaults| | Apply |

6] | cancel || oK |
Option Description Default
Value Delimiter The character used to separate values of multi-|Pipe (])

valued attributes. Select default or one from the
drop-down box or enter a custom character.

Binary Encoding When exporting binary values they must be|lgnore
encoded. Choose

 Ignore: if binary values should not be exported.

« BASE-64: to export the binary values BASE-64
encoded.

« HEX: to export the HEX representation of each
byte.

ODF Export

In the ODF Export tab you can configure the format used when exporting to Open Document Spreadsheet
format.
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Preterences

X

| | Text Formats o <

< Apache Directory Studio

P Apache DS Settings for text formats

[P Connections
~ LDAP Browser

[ Attributes
> Entry Editors Value Delimiter: (® Pipe () () Other:
Search Result Editor
Text Formats Binary Encoding: (@ lgnore () Other:

LDIF | CSV Copy | CSV Export Excel Export| ODF Export

Select ODF export file format options:

Walue Editors
[ views
P LDIF Editor
P Schema Editor
[ General

-

Help
[ Install/Update
Installed JREs

|Restore gefaults| | Apply |

6] | cancel || oK |
Option Description Default
Value Delimiter The character used to separate values of multi-|Pipe (])

valued attributes. Select default or one from the
drop-down box or enter a custom character.

Binary Encoding When exporting binary values they must be|lgnore
encoded. Choose

 Ignore: if binary values should not be exported.

« BASE-64: to export the binary values BASE-64
encoded.

* HEX: to export the HEX representation of each
byte.

6.9. Value Editors preferences

In the Vaue Editors preferences page you can configure which value editor to use for an attribute.
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"
Preferences

| | Value Editors f=r —
< Apache Directory Studio
b Apache DS Specify value editors:
P Connections Walue Editors by Attribute Types
~ LDAP Browser o
b Attributes Attribute Alias Value Editor | add. |
b Entry Editors us.erPassword . 2.5.4.35 Paésword Edltof |T|
Search Result Editor objectClass 12.54.0 i [g] object Class Editor e —
Text Formats administrativeRole | 2.5.18.5 { [ administrative Role Editor | iz |
value Editors supportedControl 11.3.6.1.4.1.1466.101.120.13} [1i] OID Editor
b Views supportedExtension | 1.3.6.1.4.1.1466.101.120.7 | [ 0ID Editor
b LOF Editor supportedFeatures | 1.3.6.1.4.1.4203.1.35 ! [ oD Editor
b Schema Editor supportedCapabilities: [t ©ID Editor o
> General
b Help Value Editors by Syntax
P Install/Update Syntax Desc Value Editor | Add. .. |
Installed JREs 1.3614.1.1466.115.121.1.1 ACI Item E AC| Item Editor T
1.3.6.14.1.1466.115.121.1.45! SubtreeSpecification Subtree Specification Editor ||7|
1.3.6.1.4.1.1466.115.121 128! JPEG Image Editor [ Remove |
1.3.6.1.4.1.1466.115.121.1. 24! Generalized Time Date and Time Editor
1.3.5.1.4.1.1455.115.121.1.125 Distinguished Name DN Editor
1.3.6.1.4.1.1466.115.121.1.41} Postal Address Address Editor
1.3.6.1.4.1.1465.115.121.1.2?§ Integer @ Integer Editor ,—|
Restore Defaults | | Apply |
[«] i | E| | = =
@ | Cancel | | oK |

Y ou can specify value editors by attribute type or by syntax. If avalue editor is specified by syntax the
value editor is used for al attributes with this syntax. A value editor specified for an attribute overwrites
the syntax-setting.

6.10. Browser View preferences

In the Browser View preferences page you can configure the layout and behavior of the LDAP Browser
view and the Select DN dialog.
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< Apache Directory Studio
> Apache DS
[P Connections
~ LDAP Browser
[ Attributes
[ Entry Editors
Search Result Editor
Text Formats
Walue Editors
= Views
Browser View

Search Logs View
P LDIF Editor
[ Schema Editor
[ General
P Help
P Install/Update
Installed JREs

Modification Logs View

Browser View 1%

General settings for the LDAP browser view:

Entry label

Use |RDM ~ | as entry label

[+ Limit label length to |50 | characters

Search result label

Use [DM ~ | as search result label

[+ Limit label length to |50 | characters

Falding
[+f] Enable folding

Folding size: |100 |

"] Expand base entries when opening connection

[ Check for children
Restore Defaults Apply

Cancel oK

Option

Description

Default

Entry label

Choose one of DN, RDN or RDN value to be
used as label for entriesin the DIT category. If the
checkbox is checked long labels with more than the
specified number of characters are abbreviated.

RDN with limit of 50
characters

Search Result label

Choose one of DN, RDN or RDN valueto be used
aslabel for search resultsinthe DIT category. If the
checkbox is checked long labels with more than the
specified number of characters are abbreviated.

DN with
characters

limit of 50

Folding

If checked large subtrees and search results are
folded into virtual folders each with the given
number of entries.

enabled with folding size
100

Expand base entries
when opening
connection

If checked the base entries are expanded when
opening the connection.

off

Check for children

If checked the LDAP Browser tries to find out
if the fetched entries have children. Therefore
the operational attributes hasSubordinates,
numSubordinates and subordinateCount are

requested from server.

on

6.11. Modification Logs View preferences

In the Modification Logs preferences page you can configure the behavior of the Modification Logs view
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Preterences

| Modification Logs View

< Apache Directory Studio
> Apache DS
[P Connections
~ LDAP Browser
[ Attributes
[ Entry Editors
Search Result Editor
Text Formats
Walue Editors
Wiews
Browser View

Search Logs View
P LDIF Editor
[ Schema Editor
General
Help
Install/Update
Installed JREs

Modification Logs View

[ [5]

General settings for the modification logs view:
(¥ Enable modification logs

Masked Attributes

Enter a comma-separated list of attributes that should be masked in
the modification logs. A typical attribute to mask is userPassword.

Log Fle Rotation

Use log files each with kB.

| Restore Defaults | |

Apply |

| Cancel [s] 4

Option

Description

Default

Enable modificaton logs

Enables/Disables the modificaton logs.

on

log file.

Masked Attributes Enter a comma-separated list of attributes that
should be masked by an asterisk *'. A typical
attribute to mask is userPassword.

Log File Rotation Log file rotation is used. You could specifiy the|10log fileseach with 100
number of log files an the maximum size for each| kB

6.12. Search Logs View preferences

In the Search Logs preferences page you can configure the behavior of the Search Logs view
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Preterences 3
| | Search Logs View r=1 —
< Apache Directory Studio

b Apache DS General settings for the search logs view:
[P Connections
< LDAP Browser (¥l Enable search request logs
[ Attributes ] Enable search result entry logs (1)
P Entry Editors Log Fle Rotation
Search Result Editor
log fil h with kB.
Text Formats Use og files each witl E
Walue Editors
= Views
Browser View
Modification Logs View
Search Logs View
P LDIF Editor
[ Schema Editor
[ General
P Help
P Install/Update
Installed JREs
] = I E| |Restore Qefaults” Apphy |
@ | Cancel | | oK |
Option Description Default
Enable search request|Enables/Disables the search request and search|on
logs result done logs.
Enable search result|Enables/Disables the search result entry logs. Note: | off
entry logs You should only activate this options for debug
reasons, otherwise your logfile will overfill very
fast.
Log File Rotation Log file rotation is used. You could specifiy the|10log fileseachwith 100

number of log files an the maximum size for each
log file.

kB
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1. Managing connections

1.1. Creating a connection

Using the New Connection wizard

To create anew connection please use the New Connection wizard.

Duplicating an existing connection

It is also possible to duplicate an existing connection. This is helpful if the new connection has similar
connection parameters:

1. Select the connection you want to duplicate and select 2 Copy Connection from context menu or use
the Strg-C shortcut.

2. Afterward select (= Paste Connection from context menu or use the Strg-V shortcut. Observe the new
connection, prefixed with "Copy of ".

3. Rename the connection to your needs.

4. Modify the connection parameters to your needs.

1.2. Modifying connection parameters

The connection parameters could be modified in the Connection properties. Select aconnection and choose
Properties... from context menu or press Alt-Enter to open the properties dialog.

Note: A connection must be closed in order to modify its connection parameters.
1.3. Renaming a connection

To rename a connection select a connection and choose Rename Connection... from context menu or
press F2.

In the opened dialog enter the new name and press OK.

1.4. Deleting a connection

To delete a connection select a connection and choose % Delete Connection from context menu or press
Delete.

Note: A connection must be closed in order to deleteit.

1.5. Opening a connection

A connection is automatically opened when expanding the DIT or when performing a search.
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To open a connection explicitely choose one of the following options:

* In the Connections view select a connection and choose & Open Connection from context menu or
from toolbar.

» Double-click a connection.

1.6. Closing a connection

To close a connection select a connection and choose % Close Connection from context menu or from
toolbar.

1.7. Enabling secure connections

Apache Directory Studio supports secure connections using SSL (Idaps) or StartTL S extended operation.
Select a proper encryption method in the Connection properties.

1.8. Sharing connections

There are two ways to export and import connections. This may be useful if you want to copy your
connections from one computer to another or if you want to share connection parameters with other users.
Y ou could also use this features to backup your defined connections.

Import/Export connections

You could use the Export Connection wizard and Import Connection wizard to export and import
connections.

Copy/Paste connections as LDAP URL

A more simple way is to copy/paste connections as LDAP URL.

RFC 2255 specifiesthe LDAP URL format. Apache Directory Studio usesthe host and port field and uses
X- extensions for al other connection paramter.

Parameter Description Possible values Default
X-CONNECTION- The connection name. | Any name, must be URL | Current date
NAME encoded
X-ENCRYPTION Theencryptiontouse. |none, Idaps, StartTLS | none
X-AUTH-METHOD The authentication to|Anonymous, Simple,|Simple imf X-BIND-
use. DIGEST-MD5, CRAM-|USER is present, else
MD5 Anonymous
X-BIND-USER The bind DN or user. Any DN, must be URL |none
encoded
X-BIND-PASSWORD | The bind password. none
X-SASL-REALM The SASL realm. none
X-BASE-DN The base DN. A valid base DN, none|none
to get base DNs from the
Root DSE
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Parameter Description Possible values Default
X-COUNT-LIMIT The count limit. A positive integer, 0 for|0
no count limit
X-TIME-LIMIT The time Ilimit in|A positive integer, O for|0
seconds. no time limit
X-ALIAS-HANDLING |The dias handling|NEVER, SEARCHING, |ALWAYS
method. FINDING, ALWAYS
X-REFERRAL - The referral  handling| FOLLOW,  IGNORE,|FOLLOW
HANDLING method. MANAGE
X-FETCH- If present the subentries|no value -
SUBENTRIES control is activated.
X-PAGED-SEARCH If present the paged|novalue -
control is activated.
X-PAGED-SEARCH- | The paged search size. | Any positive integer 100
SIZE
X-PAGED-SEARCH- | If present the scroll mode|No value -
SCROLL-MODE is activated.

Here's an example how such an URL looks like: Idap://localhost:10389/?7?7?7?X-CONNECTION-
NAM E=ApacheD$S,X-BIND-USER=uid=admin%2cou=system, X -BIND-PA SSWORD=secret, X -
COUNT-LIMIT=1000

When you copy a connection within the Connections view it is copied in the described format to your
clipboard. Y ou could then paste this LDAP URL into atext editor or to an email.

The same way you could copy an LDAP URL from somewhere and paste it into the Connections view.

2. Browsing directory

2.1. Handling large number of entries

A directory may have entries with thousands of child entries. It is not recommended to fetch al these
children when browsing because this increases directory and network load and is very time consuming.

Limiting number of fetched entries
It is recommended to limit the number of returned entries. The limit is defined in Connection properties.
Filtering children
Another option is to use afilter to limit the fetched children. Choose ¥ Filter Children... from context
menu. In the opened dialog you could define a LDAP filter. Hit Strg-Space to get content assistance. The

drop-down list provides a history of recently used filters. A click to the Filter Editor button opens the
Filter Editor dialog.

2.2. Showing RootDSE and Schema entry

To make RootDSE and Schema entry visible in the Browser view enable Show Directory Metadata in
the Browser's drop down menu.
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2.3. Showing subentries
Subentries are a special kind of entries used for managing the administration of different aspects of

the directory. By default they are not visible. To make them visible in the Browser view enable Fetch
subentriesin the Connection properties.

2.4. Displaying entry's attribute

Select an entry in the Browser view. The Entry editor will be opened and shows the entry’s attributes.

2.5. Filtering entry's attribute

Please see Quick Filter in Entry editor features.

3. Managing entries

3.1. Creating an entry

To create anew entry please use the New Entry wizard.

3.2. Renaming an entry

To rename an entry please use the Rename Entry dialog.

3.3. Moving entries

To move entries to another parent please use the Move Entry dialog.

3.4. Deleting entries

To delete entries select the entries you would like to delete and choose ¥ Delete from context menu or
press Delete key.

3.5. Adding an attribute

1. Usethe Attribute wizard to specify the attribute.
2. After finishing the wizard a proper Value editor isinvoked. Enter the value and press Enter.
3.6. Adding a value

1. Select the attribute where you would like to add a value.
2. Choose = New Value from tool bar or context menu or hit Strg-+. Thisinvokes a proper Value editor

3. Enter the value and press Enter.

3.7. Modifying a value

1. Select the value you would like to edit.
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2. Invoke the default Value editor by pressing Enter or F7 or double-click the value.
or
Invoke a custom Value editor by choosing one from Edit Value With in the context menu.

3. Modify the value and press Enter.

3.8. Deleting attributes and values

To delete attributes and values select the attributes and values you would like to delete and choose %
Delete from tool bar or context menu or press Delete key.

3.9. Modifying the object class

To modify the object class please use the Edit Entry wizard.
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Chapter V. Tips and tricks

TODO...
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